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Abstract

Export controls have traditionally been understood primarily as instruments of
non-proliferation and arms control. As geopolitical competition has intensified, critical
technologies have become central to strategic competition among states, and digital
surveillance technologies have increasingly raised concerns about their potential
contribution to human rights abuses, the functions of export controls have expanded to
encompass human rights protection, economic security, and technology governance.
Focusing on the European Union’s dual-use export control regime under Regulation
(EU) 2021/821, this Article examines what it terms a “conflict of legal
characterizations” arising from this functional expansion. The same export control
measure may, across different legal regimes, be characterized as an instrument of non-
proliferation and security, a mechanism for human rights protection, a measure of
economic security, or an export restriction subject to trade-law scrutiny. Each
characterization rests upon a distinct justificatory basis and entails a different standard
of review, none of which can be fully reduced to another. Using export controls on
cyber-surveillance items as a case study, this Article illustrates the institutional
interfaces created by the coexistence of these multiple legal characterizations.

This Article further develops a three-stage framework of review consisting of
functional identification, proportionality review, and procedural accountability. It
employs systemic integration as a means of addressing the dynamic interaction among
competing legal characterizations and examines how this framework might be
institutionalized through the incremental development of judicial interpretation, the
treaty-based establishment of a “technology security exception,” and mechanisms for
inter-regime coordination. This Article argues that conflicts of legal characterization in
export control governance should not be understood as evidence of institutional failure.
Rather, they signal a broader transformation of the international economic legal order:
from an architecture centered primarily on market openness toward a more complex
order in which markets, security, technology, and resilience increasingly intersect.
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