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The Future of the Plurilateral Negotiations under the WTO Joint

Statement Initiative on E-Commerce
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Abstract

At the beginning of the World Trade Organization's e-commerce plurilateral
negotiations, some scholar pointed out significant differences among the three major
participants on key issues. However, the three co-convenors of the negotiations
(including Australia, Japan and Singapore) announced at the end of 2021 that they
anticipated reaching consensus on most negotiation issues by the end of 2022, and
later on further expressed that the goal would be substantively completing the
negotiations by the end of 2023. Is this merely to boost member morale and facilitate
negotiation progress, or is there indeed tangible progress that brings the negotiations
closer to completion? The answer will affect the strategic direction that WTO
members, including my country, should take regarding the development of
international norms for e-commerce. Therefore, it is worth of finding out. By
comparing the eight issues that the co-convenor’s statements indicated have reached
consensus, with the corresponding e-commerce provisions in the bilateral or regional
trade agreements signed by the major participants of this plurilateral, there is no
significant difference, and obviously it is not the plurilateral negotiation that has
resolved the difference. Therefore, the assertion by the three co-convenors that
substantive progress has been made in the plurilateral negotiations, and that an
optimistic outlook for the negotiation's prospects might be more a matter of fulfilling
their responsibilities than a true representation of the situation. For the future
development of global e-commerce, it is recommended that WTO members, including
Taiwan, consider whether to early harvest some provisions that have consensus, or on
the other hand concurrently pursue e-commerce negotiations in some other fora.
Keywords: Joint Statement |Initiative on Electronic Commerce, Plurilateral

negotiations under the WTO Joint Statement Initiative on E-Commerce, Electronic



signatures and authentication, Electronic contracts, Online consumer protection, Spam,

Open government data, Transparency, Paperless trading, Open internet access.
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# v A B B AN e g ﬁ/..‘éi.f‘%‘« M2 R - ERRNET 224 R € (The
United Nations Commission on International Trade Law, UNCITRAL )R /2 &7 & %
HNE T FEF20A YL EARL TR E Ef#« ( Organization for Economic
Cooperation and Development, OECD) B i1+t i § SEILE S SR
‘2.5 (World Trade Organization, WTO)» 5 fadicds 23k i 8 § 3% eorhlizend
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! Michael Grothaus, You'll Never Guess What the First Thing Ever Sold on the Internet Was,
FASTCOMPANY,
https://www.fastcompany.com/3054025/youll-never-guess-what-the-first-thing-ever-sold-on-the-intern
et-was (last visited Nov. 29).
2 Global E-commerce Jumps to $26.7 Trillion, COVID-19 Boosts Online Sales, UNCTAD (May 3,
2021), https://unctad.org/news/global-e-commerce-jumps-267-trillion-covid-19-boosts-online-sales.
401095 & F R H VEET S B %72 ° MARK FENWICK & STEFAN WRBKA, INTERNATIONAL
BUSINESS LAW EMERGING FIELDS OF REGULATION 162 (2018).
* U.N. CoMM. ON INT’L TRADE LAW, UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE WITH
GUIDE TO ENACTMENT 1996: WITH ADDITIONAL ARTICLE 5 BIS AS ADOPTED IN 1998 (1999).
® OECD, GUIDELINES FOR CONSUMER PROTECTION IN THE CONTEXT OF ELECTRONIC COMMERCE 9-12
(2000).
® Marrakesh Agreement Establishing the World Trade Organization § 3, Apr. 15, 1994, 1867 U.N.T.S.
154 [hereinafter Marrakesh Agreement] (“...directed to the substantial reduction of tariffs and other
barriers to trade and to the elimination of discriminatory treatment in international trade relations”).
" WTO, Declaration on Global Electronic Commerce adopted on 20 May 1998, WTO Doc.
WT/MIN(98)/DEC/2 (May 25, 1998) [hereinafter Declaration on Global Electronic Commerce]
(““...not imposing customs duties on electronic transmissions”).

1



WTO 3 MR+ 7 5}*&#mﬁ?€m&7 p > 1998 £ 3R E ¢ 22z
% (Declaration on Global Electronic Commerce) ; - 494z = » wm %
[

F+1 173+ 4 (Work Programme on Electronic Commerce ) | > & F4p f 72

W“f’é%y il aM  FL FASFLAGMHEFHE S22
f%é”ﬁ*ﬂ FRad JRIFF A R T E o g HigthaE R ¥ 3 ENE

R e 21 PR RS F 0 IR SRS

EF2001 £ Qll B2 L > % 4 E (Hr) %% ¢ R 5 @R 2 PF
BAA s uBE? ARJlE 2 A BHRAE &1 BB WTO &2 2 keh
o B E AT RAL SRR 0 p A A k- TafROR S
ﬁ%’@%ﬂ%ﬁ%?g’”Rﬁ%%%ﬁﬁ%ﬁ%ﬁwv@*?€ﬁﬂéé%
Ear (“Pﬁdﬁ "H - RE R “f?u*’ﬁ AR HRAEL Y 3 R BRI R

EE AR R EE S o A R S s B = S R - - S EAE - S
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® General Council, Work Programme on Electronic Commerce, WTO Doc. WT/L/274 (Sept. 25, 1998)
[hereinafter Work Programme on Electronic Commerce].
0 gog R INE EREZPHTRIFHLESBAL DAL > TG ESF

LM T H L (1994 & B A TE F 4 48 2 General Agreement on Tariffs and Trade 1994 ))
PR Rk LT H F G B PRI R B3t (PRFEF 5 485 % (General Agreement on Trade
in Services )) - Communication from the European Communities and their Member States,
Preparations for the 1999 Ministerial Conference, Electronic Commerce, WTO Work Programme on
Electronic Commerce § 1, WTO Doc. WT/GC/W/306 (Aug. 9, 1999).
1 CATHERINE L. MANN & SARAH CLEELAND KNIGHT, THE WTO AFTER SEATTLE 3 (Jeffrey J. Schoot
ed., 2000).
12 CRAIG VANGRASSTEK, THE HISTORY AND FUTURE OF THE WORLD TRADE ORGANIZATION 415
(2013).
13 Jeffrey J. Schott, Reviving the Doha Round, PETERSON INST. FOR INT’L ECON (May 1, 2004),
https://www.piie.com/commentary/speeches-papers/reviving-doha-round.
 How the Negotiations Are Organized, WTO,
https://www.wto.org/english/tratop_e/dda_e/work_organi_e.htm (last visited Dec. 7,
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2022)(*...Principle: Single Undertaking:... Nothing is agreed until everything is agreed”).
> WTO, Ministerial Decision of 7 December 2013 on Agreement on Trade Facilitation, WTO Doc.
WT/MIN(13)/36 (Dec. 7, 2013); 1996 & A74e 3 8K €3k F A-RE = 7 2 B FF 5 @ L 5l
R FTRARAES P b fE e F 8 A WTO f “’”%Iﬂ'igéﬁiﬁéﬂ ’”%ﬁ}; Vi iE o
PURRAEN ARFL R TR T HE o d dtipw FRRALADTRT B IR g R FI ) R R Tﬁ*iéi
4% - WTO, Singapore Ministerial Declaration Adopted on 13 December 1996 11 20-21, WTO Doc.
WT/MIN(96)/DEC (Dec. 13, 1996).
18 Victoria Guida, WTO Members Miss TFA Deadline, Throwing Deal‘s Future into Uncertainty,
INSIDE U.S. TRADE, Vol. 32, No. 31, Aug. 1, 2014, (32 % ¢ 2 #7202 & B 2 § 30 § R AT57 D
TBL Y AR E BT WTOFa 2t ip » TFAGREE > 2 7] (B0 Ha2 22 1§ 3 miia )
$L0M% 1LART > B PEBLFLHT SR 22 Ewo)
7 WTO, Nairobi Ministerial Declaration, Adopted on 19 December 2015, {30, WTO Doc.
WT/MIN(15)/DEC (Dec. 19 2015) [hereinafter Nairobi Ministerial Declaration].
B E R LAY LA E T OHS I F AN E R B RF - Joint Ministerial
Statement, Declaration on the Establishment of a WTO Informal Work Program for MSMEs, WTO
Doc. WT/MIN(17)/58 (Dec. 13, 2017); Joint Ministerial Statement on Investment Facilitation for
Development, WTO Doc. WT/MIN(17)/59 (Dec. 13, 2017); Joint Ministerial Statement on Electronic
Commerce, WT/MIN(17)/60 (Dec. 13, 2017) [hereinafter 2017 Electronic Commerce JSI]; and Joint
Ministerial Statement on Services Domestic Regulation, WT/MIN(17)/61(Dec. 13, 2017).
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http://www.gov.cn/gongbao/content/2022/content_5707283.htm -
% Trade and Cooperation Agreement between the European Union and the European Atomic Energy
Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of the
other part, art. 202, Dec. 30, 2020,
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:22021A0430(01)&from=EN
[hereinafter EU-UK TCA] (“Nothing in this Agreement shall prevent a Party from adopting or
maintaining measures on the protection of personal data and privacy, including with respect to
cross-border data transfers, provided that the law of the Party provides for instruments enabling
transfers under conditions of general application (34) for the protection of the data transferred”).
21 protocol Replacing the North American Free Trade Agreement with the Agreement Between the
United States of America, the United Mexican States, and Canada, art. 19.11, Nov. 30, 2018,
https://ustr.gov/sites/default/files/files/agreements/FTA/USMCA/Text/19-Digital-Trade.pdf [hereinafter
USMCA] (This Article does not prevent a Party from adopting or maintaining a measure inconsistent
with paragraph 1 that is necessary to achieve a legitimate public policy objective, provided that the
measure: (a) is not applied in a manner which would constitute a means of arbitrary or unjustifiable
discrimination or a disguised restriction on trade; and (b) does not impose restrictions on transfers of
information greater than are necessary to achieve the objective).
22 E-commerce Co-convenors Welcome Substantial Progress in Negotiations, WTO (Dec. 14, 2021),
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https://www.wto.org/english/news_e/news21_e/ecom_14dec21 e.htm.
% Members of the WTO Joint Statement Initiative on E-commerce Agree to Target Substantial
Conclusion of Negotiations by end 2023, METI (Jan. 20, 2023),
https://www.meti.go.jp/english/press/2023/0120 _002.html (“Singapore, together with our
fellow co-convenors Australia and Japan, are fully committed to work with members to
intensify discussions towards our collective target of substantial conclusion by December
2023”).
2 4B % A 4574 L Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, Global E-Commerce Talks
Stumble on Data Issues, Privacy, and More, PETERSON INST. FOR INT’L ECON. (Oct., 2019),
https://www.piie.com/publications/policy-briefs/global-e-commerce-talks-stumble-data-issues-privacy-
and-more.
P ad et £ AR B LR 2R T T A5 IS4 ik 255 P it - Communication from New
Zealand, Canada and Ukraine, Joint Statement on Electronic Commerce, Transparency in WTO
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Negotiations and Application to the JSI E-Commerce Negotiation, WTO. Doc. INF/ECOM/42/Rev.2
(Feb. 10, 2020).
% Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24.
" U.N. Conf. on Trade and Dev., What Is at Stake for Developing Countries in Trade Negotiations on
E-commerce? The Case of the Joint Statement Initiative (May, 2020),
https://unctad.org/system/files/official-document/ditctncd2020d5_en.pdf (“The United States, China
and the European Union are among the members which are active in the JSI negotiations. These
economies are dominant players in e-commerce: They together represent over 70 per cent of global
e-commerce sales”).
% Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24.
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% How the Negotiations Are Organized, WTO,
https://www.wto.org/english/tratop_e/dda_e/work_organi_e.htm (last visited Dec. 7, 2022)
(““...Principle: Single Undertaking:...”Nothing is agreed until everything is agreed”).

1 WTO, Doha Ministerial Declaration Adopted on 14 November 2001 {47, WTO Doc.
WT/MIN(01)/DEC/1 (Nov. 20, 2001) (“With the exception of the improvements and clarifications of
the Dispute Settlement Understanding, the conduct, conclusion and entry into force of the outcome of
the negotiations shall be treated as parts of a single undertaking™).
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%2 Declaration on Global Electronic Commerce, supra note 7, at 1 (“The work programme will involve
the relevant World Trade Organization("WTO") bodies....”).
% Work Programme on Electronic Commerce, supra note 15, 19 2.1, 3.1, 4.1, 5.1.
* Council for Trade in Goods, Work Programme on Electronic Commerce, Information Provided to
gge General Council, 2.3 WTO Doc. G/C/W/158 (July 26, 1999).
Id. §2.4.
% Trade in Services, Work Programme on Electronic Commerce, Progress Report to the General
Council, Adopted by the Council for Trade in Services on 19 July 1999, § 25 WTO Doc. S/L/74 (July
27,1999).
%7 Declaration on Global Electronic Commerce, supra note 7, at 1.
% Submission by the United States, Work Programme on Electronic Commerce, WTO Doc.
WT/GC/16 (Feb. 12, 1999).
% SACHA WUNSCH-VINCENT, WTO, E-COMMERCE, AND INFORMATION TECHNOLOGIES FROM THE
URUGUAY ROUND THROUGH THE DOHA DEVELOPMENT AGENDA 11 (Joanna Mclntosh ed., 2004)
(““ Some developing country Members opposed an extension of the moratorium because
they were wary of the potential loss of tariff revenues....”).
% Communication from the European Communities and their Member States, supra note 10, 1 1.
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“1d. 9.
% SR E RRINE §3KE P € REL o The Third WTO Ministerial Conference, WTO,
https://www.wto.org/english/thewto_e/minist_e/min99_e/min99_e.htm (last visited May 3, 2023); &
ERIINE R A F %% 2% o 3 December — The Final Day and What Happens Next , WTO,
https://www.wto.org/english/thewto_e/minist_e/min99_e/english/about_e/resum03_e.htm (last visited
May 3, 2023) (“Progress was reported in a number of areas, but by late afternoon it was clear that there
was too little time left to complete the work of narrowing the gaps, bringing the draft declaration back
to the plenary working groups, making any additional changes arising from the working groups and
then approving the declaration by consensus. The conference had simply run out of time.”).
® Talks Suspended. ‘Today There Are Only Losers.”, WTO,
https://www.wto.org/english/news_e/news06_e/tnc_dg_stat_24july06_e.htm (last visited May 8, 2023).
* Day 9: Talks Collapse Despite Progress on A List of Issues, WTO (July 29, 2008),
https://www.wto.org/english/news_e/news08_e/meet08_chair_29july08_e.htm.
** Victoria Guida, supra note 16.
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% Jeffrey J. Schott and Gary Clyde Hufbauer, Putting the Trade Facilitation Agreement Back on Track
after India’s Obstruction, PETERSON INST. FOR INT’L ECON. (Aug. 5, 2014),
https://www.piie.com/blogs/trade-and-investment-policy-watch/putting-trade-facilitation-agreement-ba
ck-track-after (“The TFA impasse has put the future of multilateral trade negotiations at risk. What
country would commit to new WTO agreements at a future ministerial meeting if any one member
could later renege and block their implementation?....”).
" See Nairobi Ministerial Declaration, supra note 17.
8 1d. 30 (“We recognize that many Members reaffirm the Doha Development Agenda, ... Other
Members do not reaffirm the Doha mandates, as they believe new approaches are necessary to achieve
meaningful outcomes in multilateral negotiations.”).
“1d. 132.
%0 Antoine Martin & Bryan Mercurio, Doha Dead and Buried in Nairobi: Lessons for the WTO, 16 J.
OF INT’L TRADE L. AND POLICY 55, 56 (2017) (“The Nairobi Ministerial is the first to recognise that the
current model is broken....”).
*1 Id. at 56 (“Nairobi was designed in such a fashion so as to
focus on and make it possible to obtain general agreement on a few precise points. Such a
strategy allowed for some progress, but it meant that a large number of important issues
were left unaddressed in Nairobi and remain in limbo....”).
*2 1d. at 59.
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%% |d. (“This has left the WTO, and the Director-General, to issue an increasing
number of statements and pleas for Members to reach consensus and move the Round
forward before essentially admitting in 2016 that the abandonment of the single undertaking
and adoption of the plurilateral approach is the only way to continue progressing.”)
> Communication from Hong Kong, China; Japan and the Separate Customs Territory of Taiwan,
Penghu, Kinmen and Matsu, Discussion Draft Decision for MC11, WTO Doc. JOB/GC/138 (Oct. 6,
2017) (“Members agree to establish a Working Group on Electronic Commerce. This Working Group
shall conduct an evaluation of whether the clarification or strengthening of the existing WTO rules is
necessary....The Working Group shall report results achieved to the first meeting of the General
Council in 2019. Members may then decide to initiate negotiations without delay depending on the
result of the evaluation.”).
% |d. 11 (“In the course of conducting the evaluation, Members may refer to related submissions1,
seminars and workshops since the 10th Ministerial Conference, and consider issues such as
transparency, regulatory frameworks, open and fair trading environment, and development.”).
* Work Programme on Electronic Commerce, Communication from Canada, Chile, Colombia, Cote
d'Ivoire, the European Union, the Republic of Korea, Mexico, Montenegro, Paraguay, Singapore and
Turkey, JOB/GC/97/Rev.3 (Aug. 01, 2016).
" WTO, Work Programme on Electronic Commerce Draft Ministerial Decision of 13 December 2017,
WTO Doc. WT/MIN(17)/W/6 (Dec. 13, 2017).
%8 General Council, Minutes of meeting - Held in the Centre William Rappard on 26 July 2017  7.212,
WTO Doc. WT/GC/M/168 (Sept. 22, 2017) (“India understood that some Members were keen to begin
to identify issues for multilateral rule making on e-commerce...negotiation on rules and disciplines in
e-commerce would be highly premature at that stage especially given the highly asymmetrical nature of
the existing global e-commerce space.”); WTO, The Work Programme on Electronic Commerce,
Statement by the African Group, 3.7 WTO Doc. WT/MIN(17)/21 (Dec. 6, 2017) (“The African Group
will not support any ideas for negotiating rules, or move in a direction on developing rules on
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e-commerce. We believe it is entirely premature.”).
%% 2017 Electronic Commerce JSI, supra note 18.
O Rmegd AR TR s\l?‘—?ﬁi’}ﬁﬂﬁﬁf;ii’ e A WTO 2 5| & 3 4o 12 442 2
& IR +J§ REEREBTEE €2 2 Fa ,Lﬁ}% Flpt kAR R rwﬁ: WTO % S;g—ls’fﬁ’_lﬁxﬁ' % ;fﬁv
B2t e 3 BEHYF S BRI RE FAPEREFRRTERL TR 2 2H 2
HUZD SN L AFHEE - 2o @ A e enf2 -2 if - Marrakesh Agreement Establishing
the World Trade Organization X.9, Apr. 15, 1994, 1867 U.N.T.S. 154 (“The Ministerial Conference,
upon the request of the Members parties to a trade agreement, may decide exclusively by consensus to
add that agreement to Annex 4.”).
61 2017 Electronic Commerce JSI, supra note 18.
82 Yasmin Ismail, E-commerce in the World Trade Organization: History and Latest Developments in
the Negotiations under the Joint Statement, INT’L INST. FOR SUSTAINABLE DEV. (Jan. 31, 2020),
https://www.iisd.org/system/files/publications/e-commerce-world-trade-organization-.pdf (“In 2018,
Members involved in this joint initiative continued to meet on an almost monthly basis. A total of nine
meetings were held, where members’ proposals and submissions were discussed with the aim of setting
and agreeing the agenda for the negotiations phase.”).
% Joint Statement Initiative on Electronic Commerce, WTO Doc. WT/L/1056 (Jan. 25, 2019)
[hereinafter 2019 Electronic Commerce JSI].
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8 WTO, WTO Electronic Commerce Negotiations, Consolidated Negotiating Text-December 2020,
E/SVTODoc. INF/ECOM/62/Rev.1 (Dec. 14, 2020).
Id.
% Negotiations on E-commerce Advance, Eyeing a Statement at MC12, WTO
(Nov. 10, 2021), https://www.wto.org/english/news_e/news21_e/ecom_10nov21_e.htm; E-commerce
Talks Progress, Aim at Issuing a Revised Negotiating Text by End-2022, WTO (Oct. 28, 2022),
https://www.wto.org/english/news_e/news22_e/ecom_28oct22_e.htm.
% E-commerce Co-convenors Welcome Substantial Progress in Negotiations, WTO (Dec. 14, 2021),
https://www.wto.org/english/news_e/news21_e/ecom_14dec21 e.htm.
% 2017 Electronic Commerce JSI, supra note 18.
% Joint Initiative on E-commerce, WTO,
https://www.wto.org/english/tratop_e/ecom_e/joint_statement_e.htm ( last visited May 3, 2023).
0 s74c » chE 4 ¢ & B % ¥ : China, El Salvador, Georgia, Honduras, Mongolia, Nicaragua, Thailand,
United Arab Emirates, Cameroon, Cote d’Ivoire, Ecuador, Guatemala, Indonesia, Kenya, Kyrgyz
Republic, Mauritius, Oman, Philippines ; & B % = R & ¥ : Benin, Burkina Faso -
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™ E-Commerce JSI Co-convenors Announce Capacity Building Support, WTO,
https://www.vvto.org/english/tratop_e/ecom_e/jiecomcapbuild e.htm (last visited May 3, 2023).
s r AR A LEERARY S L o dod FE LA FEE L R L AEEE A 4o 0 o Henry
Gao, Across the Great Wall, in ARTIFICIAL INTELLIGENCE AND INTERNATIONAL ECONOMIC Law 313
(Shin-yi Peng, Ching-Fu Lin and Thomas Streinz eds., 2021) (“Initially reluctant to join the JSI
negotiation on e-commerce over concerns about it being a US plot, China has finally jumped on the JSI
bandwagon at its launch in Davos in January 2019 and emerged as one of the most active participants.
Such a policy shift is the result of China’s realization that it is important to enhance its rule-making
power in e-commerce and cyberspace....”).
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® Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 2.
™ WTO, supra note 64.
™ Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24.
" 1d. at 1(“China, the European Union, and the United States—have big differences in their
approaches to more challenging issues: data flows, data localization, privacy invasions by data
collectors, transfer of source code, imposition of customs duties and internet taxes, and internet
censorship.”).
" 1d. at 2.
" hops s T X > & 4 #5 2 (Comprehensive and Progressive Agreement for Trans-Pacific
Partnershlp, CPTPP) % 148 i B A FfLl i ~ ¥ 1411 iE R F > N EEHSE T2 5 1413
iE3t 8 kw2 =% - Comprehensive and Progressive Agreement for Trans-Pacific Partnership, Mar. 8,
2018,
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#F'i%/‘;?g “EEERA(E R 5T B — 4 £ < 3R (United States-Mexico-Canada
Agreement, USMCA)) 11 3 B = 3~ iz #7812 8k 7 iF > ’éfsﬁ%ﬁ—ggw‘}\%’;
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¥

1718 #RIE AP L 4RI FF RAODRT » £ AR TR P L5

Binz e 33705 227 B0 81 USMCA - # 2 B4 d 2R & KT B

5

https://www.mfat.govt.nz/assets/Trade-agreements/TPP/Text-ENGLISH/14.-Electronic-Commerce-Ch
apter.pdf.
" Id. at 4 (“both the United States and the European Union broadly favor free cross-border data
flows....”).
8 USMCA, supra note 21, art. 19.12 (“No Party shall require a covered person to use or locate
computing facilities in that Party’s territory as a condition for conducting business in that territory.”).
81 Id. art. 17.18 (“No Party shall require a covered person to use or locate computing facilities in the
Party’s territory as a condition for conducting business in that territory, so long as the Party’s financial
regulatory authorities, for regulatory and supervisory purposes, have immediate, direct, complete,
and ongoing access to information processed or stored on computing facilities that the covered
person uses or locates outside the Party’s territory....”).
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8 Communication from the European Union, Joint Statement on Electronic Commerce EU Proposal
for WTO Disciplines and Commitments Relating to Electronic Commerce 2.7, WTO Doc.
INF/ECOM/22 (Apr. 26, 2019) (““...To that end, cross-border data flows shall not be restricted by: (a)
requiring the use of computing facilities or network elements in the Member's territory for processing,
including by imposing the use of computing facilities or network elements that are certified or
approved in the territory of the Member; (b)requiring the localization of data in the Member's territory
for storage or processing; (c) prohibiting storage or processing in the territory of other Members; (d)
making the cross-border transfer of data contingent upon use of computing facilities or network
elements in the Member's territory or upon localization requirements in the Member's territory.”).
8 USMCA, supra note 21, art. 19.11 (“No Party shall prohibit or restrict the cross-border transfer of
information, including personal information, by electronic means if this activity is for the conduct of
the business of a covered person.”).
8 Communication from the European Union, supra note 81, 2.7 (“Members are committed to
ensuring cross-border data flows to facilitate trade in the digital economy.”).
8 Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 4.
8 |d. at 3; Communication from China, Joint Statement on Electronic Commerce 11 4.2, 4.3, WTO
Doc. INF/ECOM/19 (Apr. 24, 2019) (“ In the exploratory discussions, some Members mentioned
digital trade rules, covering issues such as data flow, data storage, treatment of digital
products...However, more importantly, the data flow should be subject to the precondition of security,
which concerns each and every Member's core interests....”).
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0 o B A 2020 £ & E A (F8 2@ S8 P E 2 (Regional Comprehensive Economic
Partnership, RCEP))) BRRRER A o TS I@ﬁﬁ%% (% 12155 ) o %5~ g2 & £ 7
FHEFFEFL 2T fr%‘i‘“ Wi § r U4 3 B & Lk B RCEP mﬁl?’é"'ﬁﬁ R p i e A
FROGIPEPUGIM 2 B P LR R AR E TARE 21 F R A AL
oo T8 H W RS ,5 éxﬁ:}ﬁ *5 #% 1) £ 3 - Regional Comprehensive Economic Partnership, art.
15 3 & 17.3, Nov. 15, 2020, http://fta.mofcom.gov.cn/topic/enperu_recp.shtml [hereinafter RCEP] ; *2
1T R 'M&]ﬁ FRAFTH A B F T RERORLET FRAL S LD F
’/%E FAL O e i
°! Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 5 (“ The European Union values
privacy more, arguing that member states can implement measures—such as restrictions
on cross-border flows of personal data—to protect privacy.”); Communication from the European
Union, supra note 24, 2.8.2 (“Members may adopt and maintain the safeguards they deem
appropriate to ensure the protection of personal data and privacy, including through the adoption and
application of rules for the cross-border transfer of personal data. Nothing in the agreed disciplines and
commitments shall affect the protection of personal data and privacy afforded by the Members'
respective safeguards.”).
% Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 5 ( the United States places a higher
value on free cross-border data flows and asks WTO members to ensure that any restrictions are
“necessary and proportionate to the risks presented.”); USMCA, supra note 21, art. 19.8.3(“...The
Parties also recognize the importance of ensuring compliance with measures to protect personal
information and ensuring that any restrictions on cross-border flows of personal information are

necessary and proportionate to the risks presented.”).
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% Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 6 (“The US position in part reflects the
commercial interest of giant internet firms (Amazon, Apple, Facebook, Google, etc.) in using personal
characteristics to match advertisers with potential buyers.”).

* 1d. at 5.
® 8 v o Schrems | & 11 3 ;;;'%f*gm FAT R R RPLBE O R E
FAERNELFT2EFREENFHEH F 0 | 497 (2021 3:)

% =% % 2 % Google Spainv. AEPF % o |+ 3& > F 498-501 o
% =34 2 % Sorrell v. IMS Health Care % - =+ 3= > B 506-500 o
B} F 513-514 -
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% Working Party on the Protection of Individuals with Regard to the Processing of Personal Data,
Opinion 1/99 Concerning the Level of Data Protection in the United States and the Ongoing
Discussions Between the European Commission and the United States Government, at 2 (Jan. 26,
1999),https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/1999/wp15_
en.pdf.
199" Article 29 Data Protection Working Party, Opinion 4/2000 on the Level of Protection Provided by
the* Safe Harbor Principles”, at 2 (May 16, 2000),
https://ec.europa.eu/justice/article29/documentation/opinion-recommendation/files/2000/wp32_en.pdf
101" case C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian Schrems,
ECLI:EU:C:2020:559 (July 16, 2020) 11 149, 201.
2 g2 #3960 | 522-523 ¢
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13 Gary Clyde Hufbauer & Zhiyao (Lucy) Lu, supra note 24, at 1 ( “Since the US proposal is not
publicly available, our summary of US positions is based on Inside US Trade reports as well as the
United States-Mexico-Canada Agreement (USMCA) Chapter 19 on Digital Trade....”).
104° Australia-United States Free Trade Agreement, May 18, 2004,
https://ustr.gov/sites/default/files/uploads/agreements/fta/australia/asset_upload_file508 5156.pdf.
1% Free Trade Agreement Between The United States and the Republic of Korea, June 30, 2007,
https://ustr.gov/sites/default/files/uploads/agreements/fta/korus/asset_upload_file816_12714.pdf.
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106 USMCA, supra note 21.
197 USMCA to Enter Into Force July 1 After United States Takes Final Procedural Steps for
Implementation, USTR (Apr. 24, 2020),
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2020/april/usmca-enter-force-july-1-
after-united-states-takes-final-procedural-steps-implementation.
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108 USMCA, supra note 21, ch. 19.

1% Anupam Chander, Blog Post: The Coming North American Digital Trade Zone, COUNCIL ON

FOREIGN RELATIONS (Oct. 9, 2018),

https://www.cfr.org/blog/coming-north-american-digital-trade-zone.

10 USMCA, supra note 21, art.19.12, 17.18.

1 United States—Mexico—Canada Trade Fact Sheet Modernizing NAFTA into a 21st Century Trade

Agreement, OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE,

https://ustr.gov/trade-agreements/free-trade-agreements/united-states-mexico-canada-agreement/fact-sh

eets/modernizing (last visited July 10, 2023).

12 USMCA, supra note 21, art.19.17, 19.18.

13 USMCA, supra note 21, art.19.5.1.

14 USMCA, supra note 21, ch. 29.

15 4 USMCA, supra note 21, art. 29.2.1 ( “Each Party shall ensure that its laws, regulations,

procedures, and administrative rulings of general application with respect to any matter covered by this
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Agreement....”).
18 Free Trade Agreement Between the European Union and New Zealand, July 9, 2023,
https://circabc.europa.eu/ui/group/09242a36-a438-40fd-a7af-fe32e36¢chdOe/library/41b9778a-c4b6-418
9-83b1-98d7cccdec9d/details?download=true [hereinafter EU —NZ FTA].
17 EU-UK TCA, supra note 20.
18 EU— UK TCA, supra note 20, art. 210.
9 EU— UK TCA, supra note 20, art. 178 (“Each Party shall ensure that, subject to its laws and
regulations, suppliers of internet access services enable users of those services to....”); EU—NZ FTA,
supra note 116, art. 12.16 (“The Parties recognise the benefits of users in their respective territories,
subject to each Party's applicable policies, laws and regulations, being able to....”).
0 4o 2015 # T2 [ kR REIRBRA | 0 E 2019 & 2 G TR AP Fag L e
Regulation (EU) 2015/2120 of the European Parliament and of the CounC|I of 25 November 2015
Laying Down Measures Concerning Open Internet Access and Amending Directive 2002/22/EC on
Universal Service and Users’ Rights Relating to Electronic Communications Networks and Services
and Regulation (EU) No 531/2012 on Roaming on Public Mobile Communications Networks within
the Union, 2015 O.J. (L 310) 1; Directive (EU) 2019/1024, of the European Parliament and of the
Council of 20 June 2019, on Open Data and the Re-Use of Public Sector Information (Recast), 2019
0.J. (L 172) 56.
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(% # 29 5 &P L 2 (Regional Comprehensive Economic Partnership,

121 USMCA, supra note 21, art. 19.8.3(...The Parties also recognize the importance of ensuring
compliance with measures to protect personal information and ensuring that any restrictions on
cross-border flows of personal information are necessary and proportionate to the risks presented.”);
EU—NZ FTA, supra note 116, art. 12.5(“Each Party may adopt or maintain measures it deems
appropriate to ensure the protection of personal data and privacy, including through the adoption and
application of rules for the cross-border transfer of personal data. Nothing in this Agreement shall
affect the protection of personal data and privacy afforded by the Parties' respective measures.”).
122 Ines Willemyns, Agreement Forthcoming? A Comparison of EU, US, and Chinese RTAs in Times of
Plsurllateral E-Commerce Negotiations,23(1) J. OF INT’L ECON. L. 221,228 (2020).

Id.
124 EU—NZ FTA, supra note 116, art. 12.9, 12.12.
1% EU—NZ FTA, supra note 116, art. 12.4, 12.16.
126 EU—NZ FTA, supra note 116, art. 23.3.
127 protocol to Upgrade the Free Trade Agreement between the Government of the People's Republic
of China and the Government of New Zealand, Apr. 7, 2022, ch. 19 [hereinafter CN—NZ FTA],
http://fta.mofcom.gov.cn/newzealand/doc/shengji/sjyds_en.pdf.
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128 Jiang Qin, RCEP: Ship Bound for Shared Future Sets Sail, MISSION OF THE PEOPLE’S REPUBLIC OF
CHINATO ASEAN (Dec. 31, 2021),
http://asean.china-mission.gov.cn/eng/stxw/202112/t20211231_10478001.htm (“RCEP is the most
ambitious regional FTA initiated and led by ASEAN.”).
129 CN—NZ FTA, supra note 127, art. 19.1, 19 8, 19.10.
PO A feE ks 22 (Lo EXRAAREA N EFBEIREF S L K g
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33 Lillyana Daza Jaller, Simon Gaillard & Martih Molinuevo, The Regulation of Digital Trade Key
Policies and International Trends, WORLD BANK GROUP,
https://documentsl.worldbank.org/curated/en/998881578289921641/pdf/The-Regulation-of-Digital-Tr
ade-Key-Policies-and-International-Trends.pdf (last visited July 3, 2023)
B1d.at10; s 7 EHR L p e R RERY 3 R s UL FEE Y 4 P % £ 4 (private
key)+4c % >3 4 #4%‘1::—‘,5‘ Rlregt s che B & 4x(publickey )1 7 2 % o Maklng Deals In Cyberspace:
Whats the Problem ?, WORLD ECONOMIC FORUM (Oct., 2017),
https://www3.weforum.org/docs/WEF_White_Paper_Making_Deals_in_Cyberspace.pdf.
3" Lillyana Daza Jaller, Simon Gaillard & Martih Molinuevo, supra note 134, at 10.
% 1d. at 11.
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37 EU—NZ FTA, supra note 116, art. 12.8.
138 USMCA, supra note 21, art. 19.5; CN—NZ FTA, supra note 127, art. 19.6.
139 U.N. ComM. ON INT’L TRADE LAW, UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE WITH
GUIDE TO ENACTMENT 1996 WITH ADDITIONAL ARTICLE 5 BISAS ADOPTED IN 1998, U.N. Sales No.
E.99. V.4 (1999).
10 EU—NZ FTA, supra note 116, art. 12.8.
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11 USMCA, supra note 21, art. 19.6.1; CN—NZ FTA, supra note 127, art. 19.7.1; EU—NZ FTA,
supra note 116, art. 12.9.1.

42 USMCA, supra note 21, art. 19.6.2; CN—NZ FTA, supra note 127, art. 19.7.2; EU—NZ FTA,
supra note 116, art. 12.9.2.

3 USMCA, supra note 21, art. 19.6.3; CN—NZ FTA, supra note 127, art. 19.7.3; EU—NZ FTA,
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148 |oannis Lianos et al., The Global Governance of Online Consumer Protection and E-commerce
Building Trust, WORLD ECON. FORUM,
https://www3.weforum.org/docs/WEF _consumer_protection.pdf.

34



PERAOLZF O REYFEPIED > B L R PG Fa 4
Moenz B R L f FRE RPN R R DT E A 3 )

BRI B AR B o

MR PR R B AP T LSRR § AR T A
B EREARTAS FTAGufeph 5150 R3dth &2 L7 g6 2 5 L3

Wl o B Ho R B A EREN F 0 A Uk

- SRR

USMCA % 19.7 i5 ~CN—NZ FTA % 19.8 ix 2 2 EU—NZ FTA % 12.12 i%
P EERD P LRI A RPRPEN FT AR (- ) MR F R

%@T\<:) ,T:_\I,ZZL (') \#/ﬂ I'R-F ﬂ"][Ao
(=) 80 i) % s

USMCA ~CN—NZ FTA 1 2 EU—NZFTA % & f kB mikif 3§ % 2 4%
RGP E R Rk B EF S n O EU— NZFTA % 5 & &
S F A b RE R LR DRI 20405 0 R}
WA AR R SR RIS R AR 2T H R

MRS K AR AR B PR A 2 R %% o

9 Background Paper for the OECD Workshop on Spam, ORGANIZATION FOR ECONOMIC
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Article 19.6: Domestic Regulatory
Frameworks
1. Each Party shall maintain domestic

Article 19.5: Domestic Electronic

Transactions Framework

1. Each Party shall maintain a legal

legal frameworks governing electronic

framework governing electronic

transactions, taking into account the

transactions consistent with the

UNCITRAL Model Law on Electronic

principles of the UNCITRAL Model

Commerce 1996 and, as appropriate,

Law on Electronic Commerce 1996.

other relevant international standards.

2. Each Party shall endeavor to:

2. Each Party shall:
(a) minimise the requlatory burden on

(a) avoid unnecessary requlatory burden

on electronic transactions; and

electronic commerce; and
(b) ensure that requlatory frameworks

(b) facilitate input by interested persons

in the development of its legal

support industry-led development of

framework for electronic transactions.

electronic commerce

Article 12.8: Conclusion of contracts by
electronic means

Unless otherwise provided for under its
laws and regulations, each Party shall
ensure that:

(a) contracts may be concluded by
electronic means;

(b) contracts are not deprived of legal
effect, validity or enforceability solely on
the ground that the contract was
concluded by electronic means; and

(c) no other obstacles to the use of
electronic contracts are created or
maintained.
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UNCITRAL Model Law on Electronic
Commerce 1996, Article 11.

Formation and validity of contracts
(1) ...Jelescotherwise srovidedfor
under-s-taws-and-regulations-each-Party
shall ensure that {a) contracts may be

Where a data message is used in the

UNCITRAL Model Law on Electronic
Commerce 1996, Article 11. Formation
and validity of contracts

(1) ...Hescothenwiseprovided for
shall ensure that (a) contracts may be

Where a data message is used in the

formation of a contract, that contract

shall are not be denied deprived-of—

legal-effect,—validity or enforceability
selely on the sole ground that a data.

message eontract was used for that

purpose concluded by electronic means
{e)no-other-obstacles-to-the-use-of
electronic-contracls-are created-or-
tained.

formation of a contract, that contract

shall are not be denied-deprived-of—

legal-effect; validity or enforceability
selely on the sole ground that a data.

message-contract-was used for that

purpose concluded by electronic means

feproodhercngios oo the o o
electroniccontractsarecreated-or
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Article 19.1: Definitions

electronic authentication means the an
eleetronie process er-act-of-verifying or
testing an electronic statement or claim
that-enables-the-confirmation-of, in order
to establish a level of confidence in the

Article 19.1: Definitions

electronic authentication means the an
eleetronie process or act of verifying-that-
enables-the-confirmation-of the electronic
identityfication of a party persen to an
electronic communication or transaction

statement's or claim's reliability; —{H-the-
i) - X : FI ot

and ensuring the erigir-ane integrity of
an electronic communication-data-+n-
electronic-form;

Article 12.2: Definitions

(d) "electronic authentication” means an
electronic process or act of verifying that
enables the confirmation of:

(i) the electronic identification of a
person; or

(i) the origin and integrity of data in
electronic form;
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Article 19.1: Definitions

electronic signature means data in
electronic form in, affixed to attached-to
or logically

associated with a data message ether-data
in-eleetronte-form, which may be used to
identify the signatory of the data
message in relation to the other data in-
electronic-form and to indicate the-s-
used-by-a-signatory’s approval of te-
agree-en—_the information contained in
the data message the-ether-data-in-
electronic form

Article 19.1: Definitions

electronic signature means data in
electronic form that is in, affixed to
attached-te, or logically associated with,
an electronic document or message ether

data-in-electronic-form, and that-which
may be used to identify the signatory in
relation to the electronic document or
message other data-in-electronic form-
and indicate the signatory’s approval of

is used by a signatory to agree on the

information contained in the electronic

document or message-the-ether-datain-

electronic-form

Article 12.2: Definitions

(g) "electronic signature" means data in
electronic form that is attached to, or
logically associated with, other data in
electronic form, which:

(i) may be used to identify the signatory
in relation to the other data in electronic
form; and

(i) is used by a signatory to agree on the
other data in electronic form;
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Avrticle 19.7: Electronic Authentication,
Signature and Digital Certificates

1. Except in circumstances otherwise
provided for under its domestic laws and
regulations, a Party shall not deny the

legal validity effect-oradmissibiity-as-
evidence in legal proceedings of an
electronic-document-an-electronic of a
signature,-an-electronic-seal-orthe-
henticating.d ltine.f

electronicauthentication; solely on the
basis that the signature is in electronic
form

Article 19.6: Electronic Authentication
and Electronic Signatures

1. Except in circumstances otheraise-
provided for under its law and-

regulatiens, a Party shall not deny the
legal validity effect-oradmissibiity-as-
evidence in legal proceedings of an
electronic-documentan-electronic-of a
signature—an-electronic-seak-orthe-

henticatinad lting f
electronicauthentication-solely on the
basis that the signature is in electronic
form

Acrticle 12.9: Electronic authentication
1. Except in circumstances otherwise
provided for under its laws and
regulations, a Party shall not deny the
legal effect or admissibility as evidence
in legal proceedings of an electronic
document, an electronic signature, an
electronic seal, or the authenticating data
resulting from electronic authentication,
solely on the ground that it is in
electronic form
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Article 19.7: Electronic Authentication,
Signature and Digital Certificates

2. Taking into account international
norms for electronic authentication, each
Party shall A-Party-shall-hot-adeptor
maintain-measures-that-would

(a) permit prohibit participants parties in
to-an electronic transactions te from-
mutually— determineing the appropriate
electronic authentication technologies
and implementation models metheds for
their electronic transactions;

(b) not limit the recognition of electronic
authentication technologies and
implementation models for electronic
transactions; and

(c) permit prevent participants parties in.
to-an-electronic transactions to have the
opportunity frem-beinrg-able to prove-te-
use-of electronic-authenticationn-that
their electronic transactions complyies-

Atrticle 19.6: Electronic Authentication
and Electronic Signatures

2. No Party shall A-Party-shal-net-adopt
or maintain measures for electronic
authentication and electronic signatures
that would:

(@) prohibit parties to an electronic
transaction from mutually determining
the appropriate electrenic authentication
methods or electronic signatures for that
transaction; or

(b) prevent parties to an electronic
transaction from having the opportunity

to establish before beingable-to-prove-to-

judicial or and-administrative authorities
that the-use-of-electronic-authentication
In their that-electronie-transaction
complies with any the-applicable legal
requirements with respect to
authentication or electronic signatures.

Article 12.9: Electronic authentication
2. A Party shall not adopt or maintain
measures that would:

(a) prohibit parties to an electronic
transaction from mutually determining
the appropriate electronic authentication
methods for their electronic transaction;
or

(b) prevent parties to an electronic
transaction from being able to prove to
judicial and administrative authorities
that the use of electronic authentication
in that electronic transaction complies
with the applicable legal requirements.
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with its domestic laws and requlations
with respect to authentication the-

appheable-legal-requirements,

Acrticle 19.7: Electronic Authentication,
Signature and Digital Certificates

3. Notwithstanding paragraph 2, each a
Party may require that, for a particular
category of electronic transactions, the
method of electronic authentication
meets certain performance

standards ;which-shall-be-objective,-
i . 5. )

: 5| ﬁll i )
coneerned or is certified by an authority
accredited in accordance with its
domestic laws and requlations.

Article 19.6: Electronic Authentication
and Electronic Signatures

3. Notwithstanding paragraph 2, a Party
may require that, for a particular
category of transactions, the electronic
signature or the method of electronic-
authentication meets certain performance

standards ;which-shall-be-objective-
i | yan
: ? Fll : .
coneerned or is certified by an authority
accredited in accordance with its law.

Article 12.9: Electronic authentication

3. Notwithstanding paragraph 2, a Party
may require that, for a particular
category of electronic transactions, the
method of electronic authentication:

(a) is certified by an authority accredited
in accordance with its law; or

(b) meets certain performance standards,
which shall be objective, transparent and
non-discriminatory and only relate to the
specific characteristics of the category of
electronic transactions concerned.
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Article 12.9: Electronic authentication
4. To the extent provided for under its
laws or regulations, a Party shall apply
paragraphs 1 to 3 to other electronic

and electronic signatures.

X X processes or means of facilitating or
enabling electronic transactions, such as
electronic time stamps or electronic
registered delivery services.

Article 19.6: Electronic Authentication
and Electronic Signatures

X 4. Each Party shall encourage the use of X

interoperable electronic authentication.
4. The Parties shall work towards the
mutual recognition of digital certificates % X
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Article 19.8: Online Consumer
Protection
1. The Parties recognizestag the
Importance of adopting and maintaining
transparent and effective consumer
protection measures for electronic
commerce—enhanecig-consumertrust-
licital trad

Article 19.7: Online Consumer
Protection

1. The Parties recognizesing the
importance of adopting and maintaining
transparent and effective measures to

protect consumers from fraudulent or

deceptive commercial activities as

referred to in Article 21.4.2 (Consumer

Protection) when they engage in digital

trade enhancing consumer trust in digital
trade

Article 12.12: Online consumer trust
1. Recognising the importance of
enhancing consumer trust in digital

trade,
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Article 19.8: Online Consumer
Protection 2. Further to Article 9 of
Chapter 21 (Competition Policy), each
Party shall; to the extent possible, adopt
or maintain laws or regulations to
provide protection for consumers using
electronic commerce that is at least an
equivalent level of protection to that
provided for consumers of other forms of

commerce under its domestic laws,

Article 19.7: Online Consumer
Protection 2. Each Party shall adopt or
maintain consumer protection laws
measures-to ensure-the-effective-

| I . 9 _g g,
neluding-measures-that-proscribe
fraudulent and deceptive commercial
activities that cause harm or potential
harm to consumers engaged in online

requlations and policies.

commercial activities—etuding-

misleading commercial practices;

Article 12.12: Online consumer trust
1... each Party shall adopt or maintain
measures to ensure the effective
protection of consumers engaging in
electronic commerce transactions,
including measures that:

(a) proscribe fraudulent and deceptive
commercial practices, including
misleading commercial practices;...
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Article 21.9: Consumer Protection
2. Each Party shall adopt or maintain
consumer protection laws measure-to-

ensure-the-effective-protection-of-

ina in el :
commerce-transaetions, including to.
reasures-that-proscribe fraudulent-and
the use of misleading or deceptive
commereial practices and false or
misleading descriptions in the trade of

goods or services....#eluding-misleading
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Article 12.12: Online consumer trust

1. ...each Party shall adopt or maintain
measures to ensure the effective
protection of consumers engaging in
electronic commerce transactions,
including measures that:

(b) require suppliers of goods and
services to act in good faith and abide by
fair commercial practices, including by
respecting the rights of consumers
regarding unsolicited goods and services;
and...
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Article 12.12: Online consumer trust

1. ...each Party shall adopt or maintain
measures to ensure the effective
protection of consumers engaging in
electronic commerce transactions,
including measures that:...

(c) grant consumers access to redress for
breaches of their rights, including a right
to remedies in cases where goods or
services are paid for and not delivered or
provided as agreed.
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Acrticle 19.8: Online Consumer
Protection 2. Further to Article 9 of
Chapter 21 (Competition Policy), each
Party shall; to the extent possible, adopt
or maintain laws or regulations to
provide protection for consumers using
electronic commerce that is at least an
equivalent level of protection to that
provided for consumers of other forms of
commerce under its domestic laws,
regulations and policies.

Article 12.12: Online consumer trust

2. Each Party shall provide a level of
protection for consumers engaging in
electronic commerce transactions that is
at least equivalent to that provided for
consumers of commerce conducted
bynon-electronic means under its laws,
regulations and policies.
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Article 19.7: Online Consumer
Protection 3. The Parties recognize the-

“eapertance ot enicrpadho s copcpar

. : | I
bodies-with-adeguate-enforeement
pewers and the importance of, and public
interest in, cooperation between their
respective national consumer protection
agencies or other relevant bodies on
activities related to cross-border digital
trade in order to enhance consumer
welfare protect-consumers-and-enhance-
onhne-econsumertrust: To this end, the
Parties affirm that cooperation under
paragraphs 21.4.3 through 21.4.5
(Consumer Protection) includes
cooperation with respect to-online
commercial activities

Article 12.12: Online consumer trust

3. The Parties recognise the importance
of entrusting their consumer protection
agencies or other relevant bodies with
adequate enforcement powers and the
Importance of cooperation between their
consumer protection agencies or other
relevant bodies in order to protect
consumers and enhance online consumer
trust.
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Acrticle 19.8: Online Consumer
Protection 3. Each Party shall publish
information on the consumer protection

it provides to users of electronic X X

commerce, including how:

(a) consumers can pursue remedies; and
Article 12.12: Online consumer trust
4. The Parties recognise the benefits of
mechanisms to facilitate the resolution of
claims relating to cross-border electronic

X X commerce transactions. To that end, the

Parties shall explore options to make
such mechanisms available for
cross-border electronic commerce
transactions between themselves
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Article 12.2: Definitions

(c) "direct marketing communication”
means any form of commercial
advertising by which a person
communicates marketing messages
directly to a user via a public
telecommunications service, including
electronic mail and text and multimedia
messages (SMS and MMS);
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Article 19.1: Definitions

unsolicited commercial electronic
message means an electronic message
which is sent for commercial or
marketing purposes to an electronic
address without the consent of the
recipient, including where consent has
been explicitly refused or withdrawn,
using an internet carriage service or other
telecommunications service.

Acrticle 19.1: Definitions

unsolicited commercial electronic
communication means an electronic
message, which is sent to an electronic
address of a person for commercial or
marketing purposes without the consent
of the recipient or despite the explicit
rejection of the recipient.
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Article 19.11: Unsolicited Commercial
Electronic Messages

1. Each Party shall adopt or maintain
measures regarding unsolicited

Article 19.13: Unsolicited Commercial
Electronic Communications

1. Each Party shall adopt or maintain
measures providing for the limitation of

unsolicited commercial electronic

commercial electronic messages that:

to ensure the effective protection of users
9 {cations. g

(a) require suppliers of unsolicited

commercial electronic messages to

facilitate the ability of recipients to stop

receiving such messages;

(b) require the consent, as specified

communications.
measures-to-ensure-the-effective-
ll' et 9 eations.

2. Each Party shall adopt or maintain
measures regarding unsolicited
commercial electronic communications

Article 12.13: Unsolicited direct
marketing communications

1. Each Party shall adopt or maintain
measures to ensure the effective
protection of users against unsolicited
direct marketing communications.

2. Each Party shall ensure that direct
marketing communications are not sent
to users who are natural persons unless
they have given their consent to
receiving such communications. Consent
shall be defined in accordance with each
Party's law.
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according to its domestic laws and
requlations, of recipients to receive

sent to an electronic mail address that:

(a) require suppliers of unsolicited

commercial electronic messages to

commercial electronic messages: or

GRgHptact cireo pracoling

(c) otherwise provide for the
minimisation of unsolicited commercial
electronic messages

facilitate the ability of recipients to

prevent ongoing reception of those

MeSsSsages, or

(b) require the consent, as specified in
the laws and requlations of each Party, of

recipients to receive commercial

electronic messages. ensure-that-direct
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Article 12.13: Unsolicited direct
marketing communications

3. Notwithstanding paragraph 2, each
Party shall allow persons that have
collected, in accordance with its law, the
contact details of a user in the context of
the supply of goods or services, to send
direct marketing communications to that
user for their own similar goods or
services.

Article 12.13: Unsolicited direct
marketing communications

4. Each Party shall ensure that direct
marketing communications are clearly
identifiable as such, clearly disclose on
whose behalf they are made and contain
the necessary information to enable users
to request cessation free of charge and at
any moment.
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Article 19.11: Unsolicited Commercial
Electronic Messages

2. Each Party shall provide users
recourse under its domestic laws with-
aceess-to-redress against suppliers of
unsolicited commercial electronic
messages eirect-marketing-
communications who that do not comply
with its the measures implemented

adopted-er-mainhtained-pursuant to
paragraph 1.

Acrticle 19.13: Unsolicited Commercial
Electronic Communications

4. Each Party shall provide users
recourse in its law with-access-to-redress-
against suppliers of unsolicited
commercial electronic eirect-marketing
communications that do not comply with
a measures adopted or maintained
pursuant to paragraph 2 or te 3

Article 12.13: Unsolicited direct
marketing communications

5. Each Party shall provide users with
access to redress against suppliers of
direct marketing communications that do
not comply with the measures adopted or
maintained pursuant to paragraphs 1 to 4.

Article 19.11: Unsolicited Commercial
Electronic Messages

3. The Parties shall endeavour to
cooperate in appropriate cases of mutual
concern regarding the regulation of
unsolicited commercial electronic
messages.

Article 19.13: Unsolicited Commercial
Electronic Communications

5. The Parties shall endeavor to
cooperate in appropriate cases of mutual
concern regarding the regulation of
unsolicited commercial electronic
communications.
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Article 19.5: Transparency

1. Each Party shall publish as promptly
as possible or, where that is not
practicable, otherwise make publicly
available all relevant measures of general

application pertaining to or affecting the
operation of this Chapter. Each-Party-

Chapter 29 Publication and
Administration Section A: Publication
and Administration

Article 29.2: Publication

1. Each Party shall ensure that its laws,
regulations, procedures, and
administrative rulings of general
application with respect to any matter
covered by this Agreement are promptly
published via-an-officially designated-

: - or otherwise made
available in such a manner that aste-
enables interested any persons and the
other Parties to become acquainted with

them. To the extent possible, each Party

shall make these measures available

online.

Chapter 23 Transparency

Article 23.3: Publication

1. Each Party shall ensure that its laws,
regulations, procedures and
administrative rulings of general
application with respect to any matter
covered by this Agreement are promptly
published via an officially designated
medium and, where feasible, by
electronic means, or otherwise made
available in such a manner as to enable
any person to become acquainted with
them.
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Article 19.5: Transparency

2. Upon-request-of-a-Party -the-other
Each Party shall prempthy-provide-
information-and respond as promptly as

possible to a relevant request from the

other Party for specific information on

any of its measures of general

application pertaining to or affecting the

operation of this Chapter.-te-questions-

lll'gﬁs I gl, "

to any matter covered by this Agreement,
blic! II I | |  thi

Sfpeernent

Chapter 23 Transparency

Acrticle 23.3: Publication

2. Upon request of a Party, the other
Party shall promptly provide information
and respond to questions pertaining to
any law or regulation, whether in force
or planned, with respect to any matter
covered by this Agreement, unless a
specific mechanism is established under
another Chapter of this Agreement.
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Article 12.15: Paperless trading

1. With a view to creating a paperless
border environment for trade in goods,
the Parties recognise the importance of
eliminating paper forms and documents
required for the import, export or transit
of goods. To that end, the Parties are
encouraged to eliminate paper forms and
documents, as appropriate, and transition
toward using forms and documents in
data-based formats.
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Article 12.15: Paperless trading

2. ... For the purposes of this paragraph,
the term "electronic format™ includes
formats suitable for automated

X X : : . :
interpretation and electronic processing
without human intervention, as well as
digitised images and forms.

Acrticle 19.10: Paperless Trading Article 12.15: Paperless trading
4. Each Party shall endeavour to make 2. Each Party shall endeavour to make
trade administration documents that-it- trade administration documents that it
ssues-or controls-or that are required-in- X issues or controls, or that are required in
the-normal-course-of-trade; available the normal course of trade, available to
to the public as electronic versions the public in electronic format...
format

Article 19.10: Paperless Trading Article 12.15: Paperless trading
2. The Parties shall endeaveurto- 4. The Parties shall endeavour to
cooperate bilaterally and in international X cooperate bilaterally and in international

fora to enhance acceptance of electronic
versions of trade administration
documents.

fora to enhance acceptance of electronic
versions of trade administration
documents.
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Avrticle 19.10: Paperless Trading

3. In developing initiatives which
provide for the use of paperless trading,
each Party shall endeavour to take into
account the methods agreed by
international organisations.
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Article 19.18: Open Government Data
1. The Parties recognize that facilitating
public access to and use of government
information data eontributeste fosters
stimutating economic and social

development, competitiveness,

productivity and innovation.

Article 210: Open government data

1. The Parties recognise that facilitating
public access to, and use of, government
data contributes to stimulating economic
and social development, competitiveness,
productivity and innovation.
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Avrticle 19.18: Open Government Data

2. To the extent that a Party chooses to
make government information, including
data, available aeeessible to the public, it
shall endeavor to ensure—-te-the-extent-
practicable; that the information data is
In a machine-readable and-
spatially-enabled-forma and open format
and-s-inaformatthatallows-it-to can be
easHy searched, retrieved, used, reused,

and redistributed. {¢)-centains-descriptive
Il A lard

Avrticle 210: Open government data

2. To the extent that a Party chooses to
make government data accessible to the
public, it shall endeavour to ensure, to
the extent practicable, that the data:

(a) is in a format that allows it to be
easily searched, retrieved, used, reused,
and redistributed;

(b) is in a machine-readable and
spatially-enabled format;

(c) contains descriptive metadata, which
Is as standard as possible;

(d) is made available via reliable,
user-friendly and freely available
Application Programming Interfaces;
(e) is regularly updated;

(F) is not subject to use conditions that
are discriminatory or that unnecessarily
restrict re-use; and

(9) is made available for re-use in full
compliance with the Parties' respective
personal data protection rules.
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Article 19.18: Open Government Data
3. The Parties shall endeavor to
cooperate to identify ways in which each
Party can expand access to and use of
government information including data,
that the Party has made public, with a
view to enhancing and generating
business opportunities, especially for

SMESs beyond-its-use-by-the-public-
sector.

Article 210: Open government data

3. The Parties shall endeavour to
cooperate to identify ways in which each
Party can expand access to, and use of,
government data that the Party has made
public, with a view to enhancing and
generating business opportunities,
beyond its use by the public sector.
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X

X

Article 12.2: Definitions
(K) "user" means a person using a public
telecommunications service.

Article 19.10: Principles on Access to
and Use of the Internet for Digital Trade
The Parties recognizese that it is-the
beneficial benefits for-of~ consumers
users-in their respective ,-subjectto-each-
Party! licable_nolicies | d
regulations; territories (o betrg able to:

Article 12.16: Open internet access

The Parties recognise the benefits of
users in their respective territories,
subject to each Party's applicable
policies, laws and regulations, being able
to:

Article 19.10: Principles on Access to
and Use of the Internet for Digital Trade
(a) access distribute-and use services and
applications of a consumer’s thek-choice
available on the Internet, subject to
reasonable network management-that-
does not block or slow down traffic

Article 12.16: Open internet access

(a) access, distribute and use services
and applications of their choice available
on the internet, subject to reasonable
network management that does not block
or slow down traffic based on
commercial reasons;
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Acrticle 19.10: Principles on Access to
and Use of the Internet for Digital Trade
(b) connect the end-user devices of a_
consumer’s thei—choice to the Internet,
provided that such devices do not harm
the network; and

Article 12.16: Open internet access

(b) connect devices of their choice to the
internet, provided that such devices do
not harm the network; and

Article 19.10: Principles on Access to
and Use of the Internet for Digital Trade
(c) have access information on the
network management practices of a_

consumer’s theirsupplierof Internet

access service supplier

Article 12.16: Open internet access

(c) have access to information on the
network management practices of their
supplier of internet access services.
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