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Abstract

In digital age, the concept of digital identity comes into being. That is a set of
electronically captured and stored attributes and credentials that can uniquely identify
a person. When the identity data is combined with credentials issued by identity
providers and further authenticate an individual through effective methods, it can
decide whether a person is who he claims.

European Union, the United States, ISO and FATF provide relevant regulations
or guidance for managing digital identity. Based on risk-based approach, these
regulations or guidance set different levels of assurance in accordance with the rigor
of identification and authentication of identity, and then determine the levels of
assurance that should be adopted according to the risk of the behavior. The greater the
behavioral risk, the higher level of assurance that should be adopted. On the contrary,
the lower the behavioral risk, the lower the level of assurance.

After analyzing the practice of identifying and authenticating customer identities
in selected banks of Taiwan, we find that the appropriate level of assurance is
determined based on the corresponding risks, and it complies with the FATF’s
recommendations of customer due diligence. However, there is still room for
improvement. In order to achieve the goal of financial inclusion, the practice should
strike a balance between supervision and flexibility. At last, our government can learn
from international practices and directly regulate the level of assurance, which is more
flexible. At the same time, it is recommended that our government refer to the FATF's
guidance on digital identity to make corresponding amendments. Through legal
authorization, banks are entitled to operate digital identity system without the fear of
running afoul of rules when conducting customer due diligence.

Keywords: Digital Identity, Authentication, Guidance on Digital Identity, Customer
Due Diligence
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17 4 Australia
3. Open identity market
without any national
NSTIC
USA

Sign in Or, type your email address
4. Self asserted, Sign in using your email address ,

Open digital identity
Gmil Aol Mail, | &8 Fotmal | YAMOO! man Donrt Kave an emal a0dress? Get 3 new Gna 3ddress

% & : World Bank Group, GSMA & SIA, p. 25

cIEE R R A L

BN SRS T R B R (T hl A e R G- o F

Moo &L —‘ﬁﬁvf’w\ﬁgm ,ﬂf;rs{w -l iy K& T 0 RAGE A aw

¥ ehcin b A el R e 2 e R T ehl (v ¥ e L B i S A Pk
Fej AR g (K R i R A 0 A S R L

R m At

EAE Bz 4 0 2w LR A T &4 gw (identification ) | fr M=% %

(authentication) ; 2 £ & > 4o 2 4eT kehg &9 42 R4 3 F 2 REY. 0

TR 1 2 #‘r-&ﬁ'—?ﬂ:}iﬁh” T 378 (2016 & )«

P pagm s MEE TS24 R 6 (UNCITRAL) F B & A #382 BATiE2 5% -0 0 Aaky

(identification) | i& i * ;?% e g T E 4 54 (identity proofing) ; B~ » @ T 2 (authentication ) |
7

DOI:10.6814/NCCU202001680



ARG T HETR Y F AR RN F L - RS et A AR A TR
B AT BB R T A RR (] F R e R ) R
RFEZ - BapaFent (BASFHM) AR RIS 20 - F AP il

7

2 > 72 > 24 (identity proofing) ** -

Strength of Identification Assurance

Banking Gov't Clearance

Large Credit
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Traveler
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the integrity High Security DL
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information
used to
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(e.g. Utilities) Employment Cards
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(Physical / Data) Reviewed Information
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https://ubrand.udn.com/ubrand/story/12117/3783886 ( &It p : 2020 # 7 % 23 p )

22 United Nations, https://sustainabledevelopment.un.org/sdg16 (last visited July. 23, 2020).
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+ s & £ 2 (electronic identification, elD ) ~ fifici= ¥~z » 2 P W
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R B 8% o 35 5 B RS 6 elD (7 5 B gl = B R T 4 7CRrehbd 4 o 2002
B OLNE SR T 5 RS T I (2003) & < 11(2006) & FT7 (2006) -
HF(2010) % 2 4 B~ R 24k % ML % ¢ 5 4 £ (2003) 12 ¢ 7](2013) ~

p A (2016) %%

MR LR b RT MR Tl DA Rk B Fo & 2002
Fn¥ - E W 10§ AHF o L L Adad )
Eipo pa b PG F e SR 98% ) p A5 AT LT AN 5 I

o HARR R PR RO R L FRE S S FP 0 P e
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ghos

—=
g ™

CORAE > BlAeT S RER T T RS B A B PHLEIE S R elD @ or A N
PHAF PR R PEFL A REH SRAL06 BE i FFR* X

#P| EE 65 Rm=P.

% Blockchain for the SDG,
https://blockchain4sdg.com/digital-identity-sdg-16-9-providing-legal-identity-for-all/ (last visited July.
23, 2020).
R T b A RBE T (- )l D SN AR BT A 2R
https://www.find.org.tw/index/wind/browse/ed504f626f4cf18dc3fa58f273a6e8d3/ ( & 15 & 7 p : 2020
£7723p )0
Brzl T[R4 eDFo): ENA ) HI R Bihz AT 2 FFHcrRird i %
* elD > fxk o https://www.ithome.com.tw/news/117367 (&t p : 2020 # 7 7 23 p )
PEw o TeDfREL FuEk I BEV R LR o
https://www.businesstoday.com.tw/article/category/80398/post/202002190015/e| D%E6%A8%A1%E7
%AF%84%E7%94%9F%E7%9A%84%E5%BB%BAY%ES%AD%B0%EF%BC%IA%EA%BF%AL1Y%
E4%BB%BB%E6%AF%94%E6%8A%80%E8%A1%93%E6%9B%B4%E9%87%8DY%E8%A6%81
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https://www.businesstoday.com.tw/article/category/80398/post/202002190015/eID%E6%A8%A1%E7%AF%84%E7%94%9F%E7%9A%84%E5%BB%BA%E8%AD%B0%EF%BC%9A%E4%BF%A1%E4%BB%BB%E6%AF%94%E6%8A%80%E8%A1%93%E6%9B%B4%E9%87%8D%E8%A6%81
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% Fpsn T2k MobileID % 22 02 4 & RE T K]0 eu
https://nccnews.com.tw/202002/ch2c.html ({5 F P © 2020 # 7 7 23 p ) -
2 Access Now, NATIONAL DIGITAL IDENTITY PROGRAMMES: WHAT’S NEXT?, p. 9,
https://www.accessnow.org/cms/assets/uploads/2019/11/Digital-Identity-Paper-Nov-2019.pdf (last
visited July. 23, 2020).
% 1d. at 2.
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WE 50 @& 2010 & g i3k 42.(A Digital Agenda for Europe) ® #ci- B -
# H(digital single market)z. p #> F 2 = i FHEIME T F LA RB LK
32014 £ BT 7 5 P4 e R F (The Regulation(EU) No 910/2014
of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market> r2 =
HAHeIDAS) p F F i e EFHE X~ fFEOMPR R * T3S TAHER
g3 op B 4B 44 E L anl 4] (electronic identification schemes, elDs ) ~ 3%
7% (authentication ) {13 #f PR3 4% & i‘ (trust service providers, TSP ) % i 4 24

LERRERATERT DT AT DRI BT LRI REGEIRES &

31 European Commission, https://ec.europa.eu/digital-single-market/en/trust-services-and-eid (last
visited July. 23, 2020).
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(=) e gEFaF oz ~\77fi;}ivkz FrHA
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WiT PR TR Rz BRI S i“ii'ﬁl??%ﬂ’—_#ﬁ%ibdfrﬁr‘f

¥ Ja3k eIDAS ¥ 8 if 2 & Ko B P HL 020158 9P HEHE R T L P ABuE
PEARHLP] %5 17 o | (COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 of 8
September 2015 on setting out minimum technical specifications and procedures for assurance levels
for electronic identification means pursuant to Article 8(3) of Regulation (EU) No 910/2014 of the
European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market) > # p e 3037 TR R B P e B 2 PR BB 2 5 o
» BL T mREIRTFR %E//}’*—\-V—JJ ¢ iR RBEEF LT o
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HBTE RF AR 73R8 H A (National Institute of Standards and
Technology, NIST) f F#] 2 5% 2 eip bR 2 208> 5 2004 £ 5 R 2 F ¢

223 ngk #4p 31 (Electronic Authentication Guideline) =5 SP 800-63 1 71 <

T

v RiRFERE ML > ¢ 32x (Federal Information Security Modernization Act,
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FISMA) i&— # % 282 24 =% S {372 H7 4 p 3

RAEEFBE BT SF S 2 FEF RS N S sre e
RFERPEROGEIMFER Z 0 R gL FROT AL 2 FRRLAR
B 2014 & 10 7 17 p R ¥ TFHFHEMII X 2N, Ak s
( Executive Order 13681 - Improving the Security of Consumer Financial
Transactions ) » 45 77 4p B B =5 T o F)b NIST #2017 & 31 ) S 474K 4~
{ &% M= 45350 (Digital Identity Guideline) » £ d 1 & 2 & (#cix &4

;}ﬂ5]>>£ —r_:_.@;_+o,,<<q—+n BT oy (Bhirer 4 ﬁvﬁ—ﬁp?@_>;{ (B &

e boadpald & £ 50 F s o RIS SR SR 6 hE R 32
;}ﬂal,LLj{m#v%]s SENGEM P BN ?Iﬂ’ﬁgi SR E > ¥R
Pp b 0% Ie k3T Uik K 2 (Level of assurance ) » iz #8457 10 i * gt g 31 iF

SHB IR - 2N Rie R ERE A E T Rehm sy
Forg

BATH A R B A g SIRE 0 R A e B RS B (LOAL ~ LOAZ
LOoA3 ~ LoA4) s @ x5 £ A %z % % (ldentity Assurance Level, IAL) ~ %% %2

% % ( Autheticator Assurance Level, AAL )12 % B BF %25 % % ( Federation Assurance

Level, FAL) -

% NIST, Special Publication(SP)800-63-3, P. i,

https://www.nist.gov/itl/tig/projects/special-publication-800-63 (last visited July. 23, 2020).

% 3 CFR 13681 - Executive Order 13681 of October 17, 2014. Improving the Security of Consumer

Financial Transactions,

https://www.govinfo.gov/content/pkg/CFR-2015-title3-vol1/pdf/CFR-2015-title3-vol1-e013681.pdf

¥ NIST #+ 2017 & & # 55 & 5 SP800-63-3 > #£T = B < %4 4] % SP800-63A (zip &2 & A
# /) (Entrollment & Identify proofing ) ~ SP 800-63B (& # & i #f ¢ 32 ) (Authetication &

L|fecycle Management) % SP 800-63C (¥ & 7 %7 ) (Federation & Assertion) »

% Supra note 35.
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IAL £ 8 4 5 w&ﬁﬂ;w%Agaﬁmiﬁ;AN_{ﬁ@g$ﬁ@ﬂ
PRz R ALy G 02 En g ZE (authenticator) &2 B A £ 12
IR Bk FAL Ldp g &8 Y o Sa g i (Identity Provider,

dP) # i & 4 425+ (Relying Party, RP) F B & * & & 4 Fiu v 290

Robustness of the identity
proofing process and the
binding between an
authenticator and a
specific individual

- IAL

Identity Assurance
Level

LOA AA L Confidence that a given
claimant is the same as a

""""""" subscriber that has
Level of Authentication m previously authenticated
Assurance .__Assurance Level

oo B FAL P
[t

protection strength, and
assertion presentation
used in a given transaction
into a single, increasing
scale

Federation
. Assurance Level m

% & : FIDO Alliance*

BEAEY RS B ERE ER PSR ROR A PR AR F
FEHESEF R B PATT L P AR E F i o Bk S il A A
% 3 FIRREDIIRT o4 T Lo F L o g SRR KR P o gk

~

KN TR AP RR P bl - AL E RS

i,

A EE R ER DL P R A VR R DS Tl e

% mppr &4 LI (Federated Identity Management) @ 3 04§ TS § B IRARH i [l eh 3 L
Bar o B AR BLAFIL A ANT @ BF R SRS ISP P SURIR
FLEILE - RS, ¥ ;Fk' #rHY - BIRBHES ANEFNLLBERFEL S 3
FRIFR 2 A HE 0 mEE S %FL PEFEF > BEIRGRRES T R S A A
PR 2B TAE A H’* Pl RS (OpenlID) > 8 BEB K * 2 i o LiF
Hfeg 8 A Lo gam s 5 B Jﬁ“ﬁnmné PR MU RME R ERT S PR
PLﬁ.’Fuﬁ?Z  Fa BRI EEHRY 2018 & > | 25
“ 4.
I FIDO Alliance, https://www.slideshare.net/FIDOAIlliance/nist-80063-guidance-fido-authentication
(last visited July. 23, 2020).
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¥ = & ISO/IEC 29115

E=g E.:FL« (International Organization for Standardization, ISO) ] %_7

ISO/IEC 29115 ¥ %8 %% % % #§ =2 ( Entity authentication assurance framework ) » #%

P2 ~A P

BRI 2 Lo MR REERSA S BEES LE B LR DS

TEREE S St 30

24

DOI:10.6814/NCCU202001680



LEVEL 4

AR FDURINSESY

- «—>
yibusnas yibuess
UAUNOIUF  (EQUepM D

ISO/IEC 29115 #-£ & Ze3d 4~

%

ISO/IEC 29115

L Z @A o & B E 54 (Enrollment) ~ 7
S

# 32 (Credential management) 1 2 24| (Entity authentication) » iz % J& *

2 ARt d k2 bR~ B

-

E TR L G R

e E 5

oL

-~

~

poen

a7

LT - i

11 Horg fLad ARG 3 B # 3 3k (Self-asserted)
AP NG
9y Horg fLend A g B | DAL T Y Erk- s | A@ERY KA KR
[ TR At e g R _E'/A,\?qu‘ fmm LA
B b
3-% Horgfnb s g & | LAt T2d Eri- gy | WERY kgL RRD
g BHEYLS MR ML LR | LA T RAREREN LA
Tk Lo giskE o o
P AHW FTd BT E
A\
4o g |HEHZASE G AA P A Tl Lo R KPR RS

%}ifg:u

gz s P AL R

P FatskEtspg mE

25

DOI:10.6814/NCCU202001680




Fad P AKERE X | KEP VA
P AHB FTSP B B

Fr& FATFZaRA dfki-bods

Pl e & & g 17 - 1 1% e 5% (Financial Action Task Force on Money
Laundering, FATF)= = % 1989 & » 5 = < 1 ¥R~ | v o R% e
o SE R AEEFFRKPRRERZ - o g A RR T RERE 1A
BEFELEAF A 201990 #3% ) TN E& e % P 4E2 4035k 0 (F
P BER B S 2 AH RPN EREN S AR LHEARP 2 ERBHER
FORETI LFET AR NEREFZER > H 1530 2012 # 2 7 %R 40

MEREL T OHFFFTREUE R FH L ATH40 722 %Y

MEE AT £ R T A BRIEO I I FATF 2 878 se H 23k ) 7 o A it
i K 1279 ciE B R E o 3R £ 2020 £ ME T E E 7,260 A2 2 5
12022 & > FE B 2H B GDP 1609 % & #ieiz b9 1422 FATE & 2 » 4efe il
& BIRIAAT AL ok B A A B ATP R o B LA ST G5
B Jm A & fE g A s F]t FATF 22020 & 3 7 fa 0 gk b

p 3l ( Guidance on Digital Identity )» 5 & %24 5o f~ % % =7 48 (regulated entities )

Ve @ Pl MG A B A S E ST S FATF 2 £ X 2B A

“ CAMS % » % » T 88-89
** Capgemini & BNP Paribas (2018), World Payments Report 2018,
https://worldpaymentsreport.com/wp-content/uploads/sites/5/2018/10/WorldPayments-Report-2018.pdf

(last visited July. 23, 2020).
“® " International Data Corporation (IDC), IDC FutureScape: Worldwide IT Industry 2019 Predictions

oh a0 e MLy g g i m T AR #R x—*——‘ﬁ (virtual asset service providers,
VASPs) 11 3 FATF & ¢ #7 3 % EEPEEALY 1 fe¥ #£2 4 R (designated non-financial businesses
and professions, DNFBPs) -

26

DOI:10.6814/NCCU202001680



( customer due diligence, CDD) & % »

TR RERF M L LR PH R E R Pl AR SR
AW AR FATE 2 T HIAK 2 FEFTENERDESEHEAIEAPF 5 7o

F it - it FATF Flfici it 4 B > p Sopd ) ehlici= & A 45l 2 A B R o
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(7 CDD #% » & &b fedb = chi b o §

(=) 2 £l i
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8 FATF, Guidance on Digital Identity, p. 5,
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