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Abstract

In today's era of digital explosion, people's daily lives are inextricably linked with
the internet. The basis for the analysis and improvement of various emerging
technologies relies heavily on large amounts of personal data. Given the current
development of internet technology and the widespread extent of global business
layouts, the necessity of cross-border data transfer between many different countries
has become an unavoidable requirement. However, the European Court of Justice
(CJEU) successively invalidated the Safe Harbor Agreement and the Privacy Shield
Agreement between the U.S. and the EU in 2015 and 2020. Nonetheless, the Schrems
II case still indirectly affirmed the use of Standard Contractual Clauses (SCC) as a legal
basis for cross-border data transfer. Following the Schrems II case, the European
Commission actively made relevant revisions and officially passed the new version of
SCC clauses in June 2021. This new version of SCC integrates three previous SCCs
and adds two new transfer scenarios, forming a special regulatory model divided into
four modules based on different transfer scenarios. It also added several obligations in

Articles 14 and 15 to address the concerns of CJEU in the Schrems 11 case.

Unexpectedly, in 2023, the Irish Data Protection Commission deemed Meta's
cross-border transfer, which based on the 2021 new SCC was illegal and fined Meta
€1.2 billion. This paper uses this case as an inspiration, but not limited to the scope of
this case. This paper comprehensively compares the regulatory differences between the
2021 new SCC and the EU GDPR, further analyzes the legality of the 2021 new SCC
under the EU regulatory framework through several EU court cases, regulatory
authority penalty cases, and scholarly opinions, and finally adds several of the author's

viewpoints. It aims to provide enterprises, intending to choose SCC as a legal basis for



cross-border data transfer, with insights into the legal shortcomings of the 2021 new
SCC and suggests possible supplementary measures to formulate a long-term, legal,

and effective cross-border data transfer contract.

Keywords: General Data Protection Regulation, GDPR, Standard Contractual
Clauses, SCC, EU Charter of Fundamental Rights, Schrems, Meta, data protection,

privacy rights, cross-border data transfer
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1995 # % #} 1% %% 45 4 ( Data Protection Directive 1995, Directive 95 )» 3% % 24 SCC
ERBREMZ EREGEKRE A BRBREEIMNZILE > KRARZ W
Schrems IT £ 1% #& 4% #4748 B A5 3T 20 2021 & 6 A E R @@ #hk 2 SCC 142k
sb—# iR 2 SCC #h#k » FAEM A A SE BA E B — A A RHREIA ( General
Data Protection Regulation, GDPR )» <, 458 15 4+ %1 R B &2 8 1532 = SCC #47
Gb > BN RAEIERE I B RERR R R E 5 2 wE# 4( Module )
o AL BLAE R o 384+ % Schrems 1T % 8k Bk R 2 £ #7hR SCC % 14 4%
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ZBWEEREHAEELT gL SCC AR s URAATRAKREMLE %

! Case C-362/14, Maximillian Schrems v. Data Protection Commissioner (Oct. 6, 2015) [hereinafter
Schrems IJ.

2 Case C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd, Maximillian Schrems (July
16, 2020) [hereinafter Schrems II].

3 2000/520/EC: Commission Decision of 26 July 2000 Pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the Adequacy of The Protection Provided by the Safe Harbor Privacy
Principles and Related Frequently Asked Questions Issued by the US Department of Commerce, 2000
0.J. (L 215) [hereinafter Safe Harbor].

4 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 Pursuant to Directive 95/46/EC
of the European Parliament and of the Council on the Adequacy of the Protection Provided by the EU-
U.S. Privacy Shield, 2016 O.J. (L 207) [hereinafter Privacy Shield].

1



2 HATVE A S, A T S B TR 2 AR AT AR
( Transfer Impact Assessment, TIA )» {87 A /78 2 842 ¥ - 5 F & A #H &
A6 RETEMZRF - A—F @ 0 F 15 KRR F = B BUT I B2 2 B
AP A 0 PP M T ZBUR A L B R T ER BT TR
WINTT A% B B xR T Ak TR MEZ RAI A2 - 7 5
NEEZNMFIZERLFEHRE A ANPICEABTRE L EHBAS
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top 2 SCCHE BB MMEM A AR ESA# I AR  BERLER A A
Schrems I % #]324% » £ ekf] & ¥4 A 2021 #1hr SCC 15 A B ks ia s A E &
Bz —EEREN ARSI ERAT TR ERAMBAMMERE e R&K
8 F k%% %& B & ( European Data Protection Board, EDPB ) % & » 3% % Meta
f& Schrems IT & |24 47 35 E EAT AR MBS BB A 258 BN KRB B HE 4
LS54 GDPR R Bk 8 A R A & T2 AR dE » #8k (1) Meta 8 232 12 1%
BRLZ AR (2 ) ANEA NG EEMNRBTAREBFLEERZIREARMEA
BRI o S ALFT g & - B8 IE %4 Schrems 11 £ + % 745 A SCC 1k & %
BAAMER X AR RYE - X Meta Ireland & Meta Fi] 2 85 35 R85 32 £ Bp 44 20
2021 #ihr SCC 2 &t 537 » 17k & A7x Ast 230 2 47 EDPB €324 2021 #7
F& SCC it & kA A BRI AMZ 05K - B ATk o 5 SR Meta 22 3]

A FHRRIERA LR KA U AT AT KFRI M EDPB 48 B 2 R#% - 1443

5 In the matter of Meta Platforms Ireland Limited (previously known as Facebook Ireland Limited)
Decision of the Data Protection Commission made pursuant to Section 111 of the Data Protection Act,
2018 and Articles 60 and 65 of the General Data Protection Regulation Further to an own-volition inquiry
under Section 110 of the Data Protection Act 2018, Data Protection Commission Ireland (Adopted on
May 12, 2023) [hereinafter Meta 2023 case].
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® Casalini, F. and J. Lopez Gonzélez, Trade and Cross- Border Data Flows, 220 OECD TRADE PoLICY
PAPERS 10 (2019).
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B e A REERS c R E RS BARXEAER R4k BLRERBITOL A
FENEHRETALETFHRE—BTR BT HBTHEFAELRR

API E XN @ > B s e mk k4 B A AARZ £5 61F  FRFAT UG
B IR AE 0y app BP IR R U B e hhE - LAz b E ol EE
AL emESE > ABAPIRFER " —3X | RRATA TR BERARL
A& RREF+ o KBNEEFET » 2k £ LA SRR 4§ 2 8)
o BRGEIRIAAZAREHE MR RE  TAFGURA T F
BE - SRR ZIER A AR SRS LB RN ILIBARBRZ 52 o s sk
B ARE B R A A 693842 AR @ ERE B BRI AT A IR IR IR X B

-

F— BNRABTHEFER
%—R ®A—&EH%ERL (GDPR)

£ 2016 FEX @@ GDPR » RERBERAIKZ B A > FRAHRAHN
BERE R AR > H2E4 T ek ¥ 1995 F ZE 4 HR#E 454 ( Data Protection
Directive 1995, Directive 95 ) ; "2 542 4% » st — et b - i — 5 8 uek B

B S A Z AR -

ARATAT AL » 42 GDPR Bl 2 AT - L8R3 & F 41 $HE B AR & X AREREMR - B

A 1995 #3732 Directive 95 » 3% 7% #8285 ag & BR 3 $70ME B 1% 3% 2 — KA

8 See Julian Schiitte & Gerd Stefan Brost, LUCON: Data Flow Control for Message-Based IoT Systems,
17th IEEE International Conference on Trust, Security and Privacy in Computing and Communications/
12th IEEE International Conference on Big Data Science and Engineering, Institute of Electrical and
Electronics Engineers, 1-2 (Aug., 2018).

9 See GREGOR DORFLEITNER & LARS HORNUF, FINTECH AND DATA PRIVACY IN GERMANY 3-6 (2019).
10 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of
Such Data, OJ L 281, 23.11.95. [hereinafter Directive 95].
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» Ho AR AR EBR B 3R T 35 TR By ROGAFe B B &k, BB R HAME B AR E K2R
Bl A o XeHAR 154 2 H Ak PR —4551 2 R e E &R
BREABPBENILELR REHN A —RESAHYNEBTREZFTERBRE M
TN ARRKZAR P BRIV AR B2 — B RIKIEE - KM » Directive
95 T Z B2 H F AR WIREEAT R E 0K 0 [ F R A RIE - WIRm
Z MRS > 4G~ 5G WM R Al FATHBERA RS £E AN

FTAEFTEPER  RAZHMT ROAREE MY RXBEEREEATAE

KL E o BiBREZHH > BREEFE G ( Council of Europe ) R ERMH &
( European Parliament ) # 2016 £ 4 F 27 B iE X &% GDPR » it #, & # 2018 4
5825 8B EXET > BdAHEAART RA 2 h Xk g B EFERE BN
NIk RFELRIBP AR BN 2\ A 0 & B B %838 F 2 - LT f§ /i GDPR

Z SR

— 3B W

GDPR 2 3174 B 894 B ERE ( S RIEAH ) RE MA@ A S (B RK R
2EHAd )MAEEARET Y BBWE KR HRFESRELARA
A BRAGAEZ R K F M AR BERFFHRBA B ATRT » HRAREA 2K
ZEAEH R EAERERZ AR

—~ERAER

GDPR ZFF A2 3| 2 H b EAB B ER 2 — P AN E RE S ek

'l GDPR recital 4 (“The processing of personal data should be designed to serve mankind. The right to
the protection of personal data is not an absolute right; it must be considered in relation to its function in
society and be balanced against other fundamental rights, in accordance with the principle of
proportionality. This Regulation respects all fundamental rights and observes the freedoms and principles
recognised in the Charter as enshrined in the Treaties, in particular the respect for private and family life,
home and communications, the protection of personal data, freedom of thought, conscience and religion,
freedom of expression and information, freedom to conduct a business, the right to an effective remedy
and to a fair trial, and cultural, religious and linguistic diversity.”).
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RRBN BRI RS mAER T B A 2% cGDPR 34 % 1 BMRE - R
BABRUBNEE S LS RH LU T2 RELFTNREARNET ¥
/A% %) GDPR #9386 : FIME % 2 SARP ABROMEA 2 4Rk KR T 3 42 Bk 3 AR 3%
N & BERL ZYNRBZAREBER S BB REZERLITAEE  FAR
2| GDPR 249 &' - X » At % A HEB T - kB EH4%% % 8 € ( European
Data Protection Board, EDPB ) #* 2018/3 35 3| X1 ¥ it — 35 A2 #2 'R 45 SR sh il

WE BFRELT AEUMNREATHLZARALBFTBEEZ B EERBARZ
TA 0 B NEBREFZ B - HER AR AR R E LA BIBRBAEER N B RA

2 EE - FEHEERZATA

M ERRITARR

(— ) % ¥ (controller ) {445 BI85 Rt AL B R TEABTHEIEZ B 4
By EZ BARAREA AT LA RBERE LR R B RE TR
ZBEWRFE BREERREREFERAET T LR R BgEEEl.

(=) R2H (processor ) iR EEHZREBEATHZ B RAREA > 2
H A B SR A A ARARS

PR ATE T A RE RN L AR 0 FAE AR R BB AH AR - GDPRarts. 3(1), (2) (“1.
This Regulation applies to the processing of personal data in the context of the activities of an
establishment of a controller or a processor in the Union, regardless of whether the processing takes place
in the Union or not; 2. This Regulation applies to the processing of personal data of data subjects who
are in the Union by a controller or processor not established in the Union, where the processing activities
are related to: (a) the offering of goods or services, irrespective of whether a payment of the data subject
is required, to such data subjects in the Union; or (b) the monitoring of their behaviour as far as their
behaviour takes place within the Union.”).

13 European Data Protection Board, Guidelines 3/2018 on the territorial scope of the GDPR (Article 3),
Version 2.1, Adopted on 12 Now. 2019,
https://edpb.europa.cu/sites/default/files/files/file1/edpb_guidelines 3 2018 territorial scope after pu
blic_consultation_en_1.pdf.

14 GDPR art. 4(7) (““controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of personal
data; where the purposes and means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided for by Union or Member State
law.”).

15 GDPR art. 4(8) (““processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller”); RIEHFfvEir T AR — A » BpE4E
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( = ) &3 ( processing ) #4345 18 A Bk k48 EHAT BT AR A
EHEBAEHILT XA BloBE - T8k Aldib LI BEF > HHRYE
FoRE BN CEAR BERAEAET XEZAF AL RAE IR BIR X
EE K

GDPR % SR FI AN KR EMREZARRA b RAIE TR REF A Z 4
MEEMARBFTZ  ERHENEEE R ELRFENREZAZFHAMT
FHEFSHEARBRAGRR S FEFENE S NPFHBERAMERR B RA

OMERARR s EREMRA ; AR &AL BHTERREEREY -

EHEREAT @A CEA oEHE ( RBHE0MR ) AHERG T RS
EHEEDATHEERATHREFN A  ZIITAE B B 32800148 A A PR AE( 2R
S H ) 4 A CRERFZRABA L BILE RO GHESRS -

EEREBELEAREERH

fAEH AREEEREMRELT AR — XX RG HAwB Rk ERRER
2 EERFFHERBIRF ABMRIZAT A LR BB K
o ARBERERFAHEBRHFEEY

RN =2 )
7N

#BARELTHZER -

16 GDPR art. 4(2) (““processing’ means any operation or set of operations which is performed on

personal data or on sets of personal data, whether or not by automated means, such as collection,

recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,

disclosure by transmission, dissemination or otherwise making available, alignment or combination,

restriction, erasure or destruction.”).

17 GDPR arts. 5(1), (2); 7&RFR3A ~ BEAESE » FTEEARZAB AT RHR 54 © 82 GDPR 124 @A
BRI LL A - 2 JR B 63-67 (2022 &£ )-

18 GDPR arts. 12-22.

19 GDPR arts. 24-36.
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GDPR 4+# BB BB N M E R BIE - R 8 XA EAH Y
BN (B AR ) ARz 34 T RAIZ L > IS ET o BERPRAIL
HOEFME R R A A4S GDPR AT BB BEH T - 445650k T
T2 o MR FRER ZBIIRIBEART &M (— ) ZRERFRL T HIRAESR
BeRBRUAMNL e@B2 " BRMHAE 0 ( = )" #EpE A ARFERL
PR b —F R ¥ FHEBMCIN T E 2 e AT R R HIE &
TEMMER T EF R F X EREZ GO REELIAES (=) AL
¥ B ## %A ( Binding Corporate Rules, BCRs ) 3t 74 4% & # it B B 18 A & K%
HERMM A (W )RR S8 E A% & 24T A % B ( Codes of Conduct )
2 (A )#HARBHE e RAREBREAATHIRE XS MM EA ZAZEZ 5K
( Standard Contractual Clauses, SCC )23 ;( 75 ) BAF E FAR X% X - 454314

ShiATES LA AR o
£~ FTHRAZ LR

GDPR #" 4T B3 2 4% A RERZI AR X ARNEARRE X424
TR S A BRS—TERARDEZ A — @3t FE RS E£5E2 2% » A
SEEALER ARABRGSH T ERARDCEZI AN — € FE LIRS EHEZ 4% >

BUH B A B ETRYS .
F—_1F AAHAMZBE

—~ 2R ZFH%# 45 ( Data Protection Authorities, DPAs )

20 GDPR art. 45(1).

2 GDPR art. 46(2)(c).
2 GDPR art. 40.

23 GDPR art. 46(2)(b).
24 GDPR art. 49(1)(a).
25 GDPR arts. 83(4)-(6).
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1t GDPR 45T > Bk &k B B3 8 TE RN XA BARREMAH (o
FRAMAMGELZE G  FEABREENABEZAEESE ) GDPR # 56 154 % 58 5
%1k H A MR ( competence ) 1E# (task ) B¥EH 24 5 ( powers ) 45 5 A 3%
BXRT LLBEIEARAN LR BBANZEREL B & BUF KM I R
B RATBALR 4G T 338 BATH 4L EF 43 ATl BI85 AT
FHITHE B HEREAEAAZ—WE RN FH HEH A BITRAZ

2 73 23R GDPR % 82~ 83 A #ATH I ¥ - Mk iF & & B DPA A

26

AL BRI e R B %0 8 JRAE Rl —F & % B ek B Ak B B DPA
BITARZIR > RBERL 2 HABEEREFMH > GDPR 5§ 33 FREZT
ThE > BPEM B KB ko B T2 NN EITERZ B F 0 B LBEUMAA
dopbsa YRR BRI EIEE AR QA AE SR ZERE i B W DPA %A i@ 3R -
# GDPR R A ZH#H EDPB %A —& " —3b X & F 42244 ( one-stop-shop

mechanism ) | SAB 32 5 i@ 4R o

Tl — s Ry Fmasdlzmngm (1)44h €4 TR E8-7L & DPA
RERME E BB — B4 > € 1&k35 GDPR & 56 {52 8 » Bpsndir & £ 244
AT A2 B B o A AAF AL — B B F 42 £ F AR ( Lead Supervisory
Authority, LSA )» it i £ ¥ E/X A H4pr A DPAs fEAb—F#H2%F a2 ;(2)
LSA £ R #ATH & RS H 46 DPAs R E 344 - & F 4t — k3% (decision )»
F:0FEr A DPAs sisbiri A & ER (3 ) 24 DPA REMWEEHZ AR ER

B 92 LSA {23 R F-LSA T # £ 44 % % EDPB 4k & £ % # & /7 2 # % binding

26 Sofija Voronova and Anna Nichols, Understanding EU Data Protection Policy, EUROPEAN
PARLIAMENTARY RESEARCH SERVICE (May, 2020),
https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/651923/EPRS_BRI1(2020)651923 EN.pdf;
GDPR arts. 52, 56-58, 82-83.

27 GDPR art. 33.

28 GDPR art. 56.
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decision ) # b H KAFFEHFH A2 &18 DPA 3 K n 2EBHFZXER » X

FRERFZ — KRR RRZHD -

EDPB 44 GDPR 37k Fi3% L 2 5 3L & F# B - EDPB X Z 895545 7 & < A
277 B % GDPR 2 #2#245 3] ( guidelines )» A & R E# % T# GDPR M E 5
B AR S FE S8 A 5 o & GDPR 2 R3R5 M 3944 R Al - REE WLk §
PR MRASTHAEL R Al Z kAR RLREAR RZIEGEIXT T
FEE A Ak & R @ GDPR 8543 oL § 9 sE B A2 B 48,46 M 7% » EDPB 42 sbdy
FEREAREGASL -

EDPB % % — & % 3 #i B {4 #v Bk 8 & #} 4% 3 & B 4% 4% ( European Data
Protection Supervisor, EDPS ) #& F &-1F » #3886k 3 4 B DPA Rz 48 2/ A&
% B DPA $1EREA M Z A4F » AL AT i — b XA B F IR R &R R E 3 R4
BoAk - A FYFETHRLEFNAREY -

i EDPS A7 AT Z RHhst (1) BBk B4 - BRB L BUF KB ZATA Z
% i TS AL BB B AR 248 AL - b — T AE4E4F EDPS 7] 30 % BR B 33 18 4a 4
ARG DPA (2 ) BEEREBMNEEREI BNTEA E  REKHEF G
BRI & BN R G SRR 8 B AR 6 48 B 28 2 3538( consultation ¥ % -
H R aaatH &K 88 A R ey MA BN 3 ek BB IRBUT A 4T 8 B JE - ek
PRAB B AR 2 58 B R XA SABR E A X M4 J& (3 ) Ao EDPB —Ae{R 134
% DPA B 234k » 40 EDPS # Z /845 kA ( secretariat ) £ EDPB » # %4 7

EBI T B R -

2 Tasks and Duties, EUROPEAN DATA PROTECTION BOARD, https://edpb.europa.eu/about-edpb/what-we-
do/tasks-and-duties_en (last visited Jan. 18, 2024).

30 4.

31 About Us, EUROPEAN DATA PROTECTION SUPERVISOR, https:/edps.curopa.eu/about/about-us_en;
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% =% GDPR&HEIRFMZAR

F 4 GDPR #6787 » H AT & Directive 95 By & &+ # #5352 33X A 9 ST -

o Directive 95 % 2515 % 1 BAE T REHARERMEREA =K » RBEEHE

FERETREGBATN  REREERERAETHRE LT A" BEAMK

£ BREFEATH GREERMERN . FIGE 2 ALRCRANE G A H
REREMBERE e R EKRER T EBEMZ R

i 2 2] GDPR 854X, » GDPR 4 3£ 4% Directive 95 Y £ F » 4t TR 2218
R R AR 280 & BRI Z L - BIAMFT BREE > XEFAHEE
T 1] SN RS0 B HE AT EATIS B B RS o > do - MR MRT EEWH RS E

A (BCR ) 47 A F R (CoC ) REZ kK (SCC ) BRAFTEFARETHE -

Ao IR o 4 Schrems Il £4 XA T RA®AE B A
ZFEHEK  BREFG AT RV BEERZITA c KERE LN A
BRI ARALZ SLEHE XN S B RBAEGER T B4 H S BN Fh 2Rk

A48 o

Frequently Asked Questions, EUROPEAN DAtA PROTECTION SUPERVISOR,
https://edps.europa.cu/frequently-asked-questions_en (last visited Jan. 18, 2024).

32 Directive 95 art. 25(1) (“The Member States shall provide that the transfer to a third country of
personal data which are undergoing processing or are intended for processing after transfer may take
place only if, without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of protection.”).

33 Directive 95 art. 25(2) (“The adequacy of the level of protection afforded by a third country shall be
assessed in the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and duration of
the proposed processing operation or operations, the country of origin and country of final destination,
the rules of law, both general and sectoral, in force in the third country in question and the professional
rules and security measures which are complied with in that country.”).
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#—38 FHAMIL

ARG B X AR REBWHRT) R (ERBWRY ) FELERMIHH
#8 47 Schrems I %6+ Schrems IP7 % Ak ek 8k T & 4 K85 (L3R5 N84
AFEF_BE KB ) 445454 SCC T Yok 4 Lo BB A2 A
FR o RKEEROERBEH AT CHRRDE S AT N EREEBR - HH
H R AT RIRIRATE T BRI R RE - DR BRI 3k
A EBEVEA B AT 2R ERER AR

B RBEHAAMAE § RGBT RAACE XA LA THRE - @A B NH
%o HRAR R FZE B R BRI F LM N EIURK M 1E A8 3) Ik T B 3k
57X FREMBARZAEUABMENRIIMIRE Z T RAHEZEHE

BT EELAFREARE > & BRI RG T A8 E 88 AN
T RRBEEHE L2 F - HtbF A = & Schrems IT £ F (RN R B A8 %
BB B AR EN AR (FEZR ) 2 NEEERE
FEREATE KRR IR ZBERELELIEERSER - Z A RESB

H A B ZAT AR M 2 B4 B > R oL A B8 38 8 X BUB & 3 SUBATRUE > B 4B

TN TR B ke Schrems 11 £ — BB AELERAFREMHR A NRZEIE

34 2000/520/EC: Commission Decision of 26 July 2000 Pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the Adequacy of The Protection Provided by the Safe Harbor Privacy
Principles and Related Frequently Asked Questions Issued by the US Department of Commerce, 2000
0.J. (L 215) [hereinafter Safe Harbor].

35 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 Pursuant to Directive 95/46/EC
of the European Parliament and of the Council on the Adequacy of the Protection Provided by the EU-
U.S. Privacy Shield, 2016 O.J. (L 207) [hereinafter Privacy Shield].

36 Case C-362/14, Maximillian Schrems v. Data Protection Commissioner (Oct. 6, 2015) [hereinafter
Schrems IJ.

37 Case C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd, Maximillian Schrems (July
16, 2020) [hereinafter Schrems II].

38 Anupam Chander, Is Data Localization a Solution for Schrems I, 23(3) JOURNAL OF INTERNATIONAL
EcoNowmic Law 771 (2020).
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T#H  RELZEERAEHEBEEEELHY -

RpidE T B 2 MATRAREERTX (1) BRAAKTE
FHEGERBEN | B REZME - ARREERSEEBEARE  TRA
R EMEBEBREME B AN EREERBERESMETNENETE X
(2)" M ERHEMESS MR EHEREESZ T TES KLY

BRI » B R B BRA TSGR Z 3k SR EHERER BB 2
FIfE > R4 R B AR AL Z 3 R -

EX B 7 Directive 95 BFERBP#RIR [ R A £ 2 oF Fokbes g dn ~ pIshFT | 2
REE > m P32 GDPR JRaEE Ak ah v - BB G L3l —fH X - miEHk
ey AE Schrems 11 €442 £ A P88 » £ 2 TAEE R B HHRIL - RAIRBRLE %

R R -

R AR A B AEMACZ AR E &L L@ E R BIERAIEERZHEL
BENASABBEREEAEREY ARBREROET  BRAMALZ LA TRMES

ENIERZR  NREERTIT Bl ik T

— > AMERANACEERARAERAOEE

(=) B A EMALAAMRBERENEEZ A

ABEABEREEG TR RRCHo S 4k BN EREHERENR
BN SN ARBA T A B B AP T B A MR B B P e A T K
UEREIRBARBRZE R L UATRS B SRR L e R A AR £ 7 &
Yeuy 1A

YRR wE R bz 3k BB AHUKEET ) 340 R 84-88 (2020 F )-
0 EF k. B 8992
41" Anupam Chander, supra note 38, at. 778.
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o RTFR AR SR G P RRMEEAERCAMR LA 5 — R RE#H 4
FwmA BB E HHRARE R 5ok BT HREEAEA RGBT IR B
o FF L ARTE AL EBE  RBERAGEEI/MIET I BI AR AL
RABMHERAZFEHNSBRGFHELE > BH T2 o X mneR B aim =
¥4 R £ H HER M A RREIRFS - Bp 3047 A 5% B A8 BB A E R
¥ ME BORFs £ 0l BT AR AR BT AR BORAE AL 09 HL L BAE R BOR R
PR H B I e RIS ARAL S o BB AHR AR AR AR A A AR B B ATV

(—) BB 2w %

BHEBEEFRNEEMER™ME HWIEA S AT 359N A AR 3 %,
AR P OBy BAMER > I EEEN  RMEARSNVEE

M o

A BRRAEREEN G BABRGEBERBEANDZ2HEEZRZ;
B R B AR A BT R Al LT BB A SRy IR R EE R 5 3 K B RN ZAE S 12354
BRI B SR AT IR R ETAREKA R FEFZ MK BRIKD M
ABRFBREERD -

(=) $Rnd ¥R RBRAAORA

s

EEEREHARL FREAEZRAHN T NDERRTHEBNDHE -
HMAEMACEZERELBAXEZEERE LKV NI AGENLEEENEEER

42 See Id. at. 781.
B A EZ, aHE 39 7 113-114 -
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MAR BT RATERAF  REE > SRZ AP RHBE  TURALF S T E
SETREN GHEBARGBASRA > B MEHR G SE T35

g BRAE S A X EERE L aF ZE R Z TR S EmMeEs
VAR BR 3 St R 2B X B AR AE T BB R - R
REASBRABREEARBRR F LA AP IRBEEZIAGTT  FWARERAR
BESREHTHOERL eHBERETERLMTERNBE  REFERAKA G
AHBEBRRKCHERRA » L& ERBRBLEHRARGBALY -

# GDPR AT % % 101 265t " AZ MR A BB KRB INE R REA B
Mk HBEEE H IR RS RRE AL EN - R FEAT KRGS
EHEZBRARBAGARGEIESE kI H R EAMENE > AR ATELR R BN
R ZARE K ERE R LK o BihdofT  HNE ZRA B R adkuyf55 - L8
TR T AR GRE > RAEBHEES RREEFEARRA WA EALH
WA E = AR B EARERGELT » FETHS - AMEATE Z9 GDPR
HFEEZML B R MAREAKEE T NI RRRR A Z Bl FT
PEZR > AMETHE GDPR 2k B2 —FRABZAMRERE AR EH
EAMZATRT REREE HZAE -HTX T2E AL EETFTA

#2 GDPR z 3rik4540 48 B3 3746 o

4 Anupam Chander, supra note 38, at. 782.

4 Id. at. 783.

46 GDPR recital 101(“Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international cooperation....
However, when personal data are transferred from the Union to controllers, processors or other recipients
in third countries or to international organisations, the level of protection of natural persons ensured in
the Union by this Regulation should not be undermined.... In any event, transfers to third countries and
international organisations may only be carried out in full compliance with this Regulation. A transfer
could take place only if, subject to the other provisions of this Regulation, the conditions laid down in
the provisions of this Regulation relating to the transfer of personal data to third countries or international
organisations are complied with by the controller or processor.”).
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(w ) THei R WTO GATS A8 Bl # &

GDPR R BB A B R E A6 b @487 AR R 6935 5018 A B RS 8
NE &R R AT TR A RBERY - mA (B E 5 8% ( General

Agreement on Trade in Services, GATS )) % i Fl - HF##%0%4 » GDPR X MR T H

EREKEBFR (MFN ) RBIRFBRA (NT) EREREFR » UATREER
TG ENEARBREY
ERAHHARBRE T RAALRFERAMIALE » RiEi® SCCBCR £

ABHFH LB ERERAEN  PATHRERREAABATIHENFRT
MIFKRBRBEBRAZBAEART AT BANMEET RERERIN > HABRIIEHERA
GDPR 955 S A » £ ERAAAMBEE - FT 4 TR R RA8 BN ERHE R B
BENHF EZRFA > AmAERBERABRAZZED

ARLI 7 GATS Z#BA & E » EEMFRARRERRE » WTO F35 4
R AR ol AR 3 IS ME A BRIS SR 60 P ARAR AL F 00 MR - SR E B 40 5 GATS

Z B THER A ER R BRE AT AE 5k GATS % 14 2 1 5h st

g

REREPERARE FARB MBI > 38180 FHARRE X R 345 5] ShHE
Rk BERAAE BRABERLZEM » M GDPR ATaRFRIESE > AR A RAHEF]
EEVTHAIREZERE  BASKRBEEMREARAMZ ZHbM R R
BARR MM GDPR 56T BB AAAMMAE RALEXIERAR
B 5t WTO 7R 2 387k 0% » A 07T AE4F LA SR 38 B IR ) SR AR R HERY -

AT - BATME4E30 4 GDPR A2 R GATS" 2 & » KRB AT % &bH

BZEREMS > BB TR - 7R £ WTO S35 A 0 e ok R AR

OB M Schrems [ & R ERERMAEEALEZHN BB T HALZIEE 21 ERIK
B R B R G R R R @R X% 0 B 529-532 (2021 4 )-

® B Lo

4 B E2E > B 532-534 -
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8y EIRRARE R AR

— 1
=&

EMARACNSBRAEMERTT  EHBRELZEEARRB LA
Schrems I & Schrems Il £ ¥ AR B MEMEITEZEE > B TREREM
BERFHERRFBTLGE  BRTNOCEBZIZ AR ZIERARTRER
WTO GATS 2 %5 £ %474 P28 » £ EZMAE LM » 7% GDPR LikM549 7

EEROT. A I RFIF B PR & n/;Ll‘@%’;SE{ °

¥ =38 Bk ER

AL BRSBEFEERIET  #UdEHEA " T | 2 30k8
X » £ GDPR X E M @M " RAIE > Blsh A  ZATRT > £2K
FRBAR/ $EZE - nhFREREMENEGEREZLE  FRAEFE
GDPR FrREHISrFd g F LT » TR A e 6 7RMBATE S8 - AT B2 30

@34 GDPR X PR F R X A% Fd -

F—H BRMAEZ—UAKEH

BEFARZAFRFRET T BEMRRTRAFREEB A HENKE D] RRE

— % KikZ FH KX > 3 GDPR £ 45 5 R E » F—RPRBREUIIZ FE =R HiE
WMER A 2 il R MR E B A R X BoRHMEE shho Bl AR B AR B — A% - iES B
f%é\/ ii’@@ Eb/nLk 7*)3'_% = .ﬁfﬁ/%. 7\7K£< @/3\'1 :é’z*a %‘?] /7{‘\‘%'] N '%‘_':
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ZKE S BRULTCTRABFASLTFTHIMRETZER -

AMAEZSBREZEFRZHEAZITZFT > EARAFINREHNBEBALZIR
e R ERPHERBE 2 GDPR FAHAEX%E £ - A EEFHN AR REAAE
Z B A TR B ko T BRAT BR M X 38 R PSR Y P BT T BB R M SR R A AR
RAHMTIHFARGHFHKRARITHE > S AT T FEBATMEREZHE 73
Rpsh] o ME 2 BAMREZLTAEMTHRAFACERERZE T |
iTA BRBARTATETERM AT ZARE L % GDPR X F1£ R, L 5F 4
SRR K E B REMBERRFRFRAMEZ AN RETREERATZ
WY AERTHEZEFA ML Rl GDPR X+ AHAF H &

BEEFREEZT FHERBARNEZEZB AR > #2019 FIEABBERAZ
WRMBE  LRFHYREREIATIZAZE - ZIEAMRME T RHEY HER
BEXEAIRTZEAM  FEWEEW - AeRER T - SbFRARH ZARE
HEEFPEEANAEANZ  AHR - A RAEE XTI RAKRBELER

HARAM  EANTHECAIREAR - A RERZBEHER—
B A8 A B HRHE2# £ ( Japan Act on the Protection of Personal Information, APPI )
FHEECAMBEREA R EBEE  BEETHA TG E2METERRAL BFE
B AT RZGHET R > HEA B E R E A REE

mMBADHEFEBEEF L 28 Sk K X244 APPI 2 Kat b
BONEIB IS TR AR R ERHEEAUTRE (1) FHEREERAE
BIRBFMALCEMBEME I BEH R BFZFHEABUREEE (2 ) 54t

50 GDPR art. 45.

51 Kojin joho no hogo nikansuru horitsu [Amended Act on the Protection of Personal

Information], Law No. 57 of 2003, translated in PERS. INFO. PROTECTION AMENDED ACT ON THE
PROTECTION OF PERSONAL INFORMATION (TENTATIVE TRANSLATION), VER. 2 (2016) [hereinafter
Amended APPI].

52 Flora Y. Wang, Cooperative Data Privacy: The Japanese Model of Data Privacy and the EU-Japan
GDPR Adequacy Agreement, 33 HARV. J. L. & TECH. 661, 668-670 (2020).
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HRARANEERFRAZAZERE - BPERE B RERGHNEE NRER

B (PR 4HR M RSB EE»RRE ) -

BRERAHNBRABEEFGEEZA = BAA/ B REAKRENIEII
( guidelines ) 1F % % RA&4E » N AR %k H TF453] ( guidelines ) & Ik kit
( non-binding ) #9 » # AT 53] \ AR REKEZ XL G 2FRBZ L5 AW
A BAROHGEAT  FETFHEIT §HREERARDA TR MBS 49T A - 7RI H]
RE S KA PR T ER AR E TR R EE T CLIE TN
B (law ) AR (regulation )o 546 T B ABUR AR RT A LA £ S 958
g 4 B R BB AR B RABERIE I T X E Y Lk
BIBAMOA LR Z R o M B B A LR B E - B AR SRREH
He LA EH U B e £ B o

B—F@mb > BAMIEE ESHE PPC Fv B K4 ¥ Moy bt simd A4F
ZEX M4 ek EDPB &r@ R AR FRMAMKRA D ¥ H XK
PR ) o 3% B 5t B A sbA sk (softlaw ) M8 69 F B T4 36 R 2 A5 A Bk
B2AZE BT AwmEEL  FEHBAFROLTULREE R R T2
2R Q¥R FEARNCEATE LEE AN EHNE T R KR - g
BRI L& &k EDPB £8E B AARGAAMAIR  RAEZEM B AL ERAL
PR AR 89 7 2 BB R 50 - 30 A B AR T AR 04 SR A X A4 R S B S Bk 9 A8 — B2 AR
WARHE

BAFEZTN A HERBAEWMZED AT AR AT AL BB SHARLE ; MK
BAEMZRAZ AR RN IEREAGDPR 94 4|5 EE ¥ A4 A KRR
S ZARE EARE KR > B RPLER B R 2 538 BRI i — BB e R R

33 Id. at. 670-674.
3 Id. at. 674-676.
35 Id. at. 676-678.
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EHBAHFEZZIN RN CHBE BN 2R AP R GRREEIMIAETZA
RT EBEURGEARVZIRAZ  BHALHEERERARBESEE S FREF
— 38 P70 o

MWEEFOR S BB A ABIFR A BRI MREZBE ALK T FELMAR
ZBAFREHAS  REETFRBELEFZE N TAZD T BT AT ST
(1) BRBEHWARZRAELTELAMRE » LIFRLBETEEEZEH GDPR
AR AR XA KR KA - £ R EMA S LRI A E
BEMEREEET > FTREREKRE " AEE  MRREAE (2) LB
BERAEBEHERFRZEAT HEARBAEEX ARG XEHR/MEz
FRBITEFEATRERAMAE  EETRE B4 A AN ENPER - XBEE S
BN REXICEBARE 5 @EER (3 )mELEwR £REBEEHHZF K
TARERHER R (Rl ) AL —RPFRARREZFTA A2 » T
EBARNEIFYEE ETBURMAFSHB LY RRK e ARET LR 2 Z
Ml Rk dl b XAb L &Mkt - BIFFEB—MPFELNMAEZLS
PR iEhRBE T RAR HEERRAWHIEE  TURBRLMERFFEZ

RARGEWMMARER  BRFET -
Bk 2R

ERGFHANREGLEY AN EEHH | FABIFBARBEE
Fdb—F X o B E BT R 2 e SR S AT I R A R A R
A% 2 @ h BB B L T AR Ik de — AR D IR AT AR M3 R 3 R
FHE 2 AT - T B AT AE I B B A ) B R R B RS R ok (R

£ RS

)

WRMAL ) B FEA 3

56 Id. at. 676-678.
57 European Commission, Adequacy decisions, https://commission.europa.eu/law/law-topic/data-
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ERBABREREAMRE  LEAREAMREEROT T T » ARES £ 20 ¢+
R HA%E 4% i Directive 95 % 2515 % 4 AR B SAME - AT HEWH 2 H
K RRBRMEZ T Bp (24 #4%3 ( Safe Harbor Framework ) »° ) & H 1%
Z{ 544 J5 #h 3 ( EU-US Private Shield )%° ). 2k f 4£ % %] & i Maximillian Schrems
v. Data Protection Commissioner ( A F f§ 4% Schrems I %£°' ) & Data Protection
Commissioner v. Facebook Ireland Ltd ( LA F ffi#% Schrems II £62 ) 4% » ATl 2 %
DHEW R RIS A E Wk ek Bk ( Court of Justice of the European Union,
CJEU ) x 82 GDPR {2k 2 #2 B A8 At & & Rtk - R R 531 80 o)

SRR T A » BPRAN— RN A KA -
— ~ Schrems I £

BIRE RS R ( R BWR ) » 2000 FE R BHEGEE - RHLIE
FIEAT HAR 12 - — i B3A] N R, Schrems 22 % Facebook fe::tex & KA £ 15
B S ZMAER BHUNRAZARGER > AREBWBMEALR > S E
% B % Facebook 48 3f - Schrems 3% % % BR % 2 4 W3k W % 7T A A i€ R Directive

95 HE B REREZ K % M Mk 2 ¥ Facebook #2422 o

FRMSFEERAREE  EFFUAFAEHEHRIERA LR KA X
MEH A R R ho T

\ } / N o |

BEBEEWHZIRXERMF ERLMAHFRAUYNMIEREZITER
KEZP|HRAREFTEAR—RZAKE  EHATIRRI 2882 ThE 4N

protection/international-dimension-data-protection/adequacy-decisions_en#high-level-meeting-on-
international-data-flows (last visited Jan. 18, 2024).

8 Directive 95 arts. 25(4)(5).

9 Safe Harbor, supra note 3.

60 Privacy Shield, supra note 4.

61 Schrems I, supra note 1.

62 Schrems 11, supra note 2.
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( =) %2535 Directive 95 T2 4% M

ZREBMRZANMBRAMERR N LRI (BPa8 % ) A ER A
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— R HNZREZRANRM S » FR|BEZHBEEERLFY - B &K
BIRIRIE B A ALK ¢ 2000 FEB R 2B RF > BERLEIRATEEE LR
Bl B B Sk R 2B W RERL R Z NS » Bp3RHE 2.4 %] Directiveds % 25 14

% 6 AT E R TR K o R O -

(Z)HE:BARREETANEE

i

esh s FR N L  FRFERNEAFRARL L 2 Ad  HRRBABEAL
RAEBEATH  FRBEURARTRZERAEFEERAEAGINEGEFE AT
M E% %3 R DirectivedS 2 fREMEA » REEM - BRETAEEZ TR RE
R &k 8 H A M A £ F ( Charter of Fundamental Rights of the European Union ) % /&
B B T EREAIREZEAE - F SR AR F AT RATREZ

SRandlk F AR

63 Schrems I para. 73.

64 Jd. paras. 82, 89.

85 Jd. paras. 96-98.

8 Jd., paras. 86-88, 94-95.

87 Charter of Fundamental Rights of the European Union arts. 7, 8, 47 (“7. Everyone has the right to
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Wil ( EA MR ) B AR B R E RS AR B R -

% —F @ » Schrems #4222 b3k k3 ig » I A4+ ¥ Facebook 24k A SCC
BATH R BRI B2t RGN BRBERELT T LRt R
REBRBAEMR » L —Hrza0] 2016 FH TRZEH)E HhaATHERE T RRE
&R & PrEESREE > 182018 &£ GDPR E X 34T » # Schrems 1T #| &

Z kA H sk 4 A o GDPR 4 & K & o

(—) BhBbhBex

A JE MR AR BN AT IR L 23R E R U E R AR E X SFIATH
HERFEOG  HREERERNZZSERXTAAR  HHRB IR RIEEZER
FEET AR BABWRNY T ESFE B #H ( Ombudsperson
Mechanism ) = & schrems [ £ ¥ » BRBEAR DAL 2B R ERREARER

BEL AT IR RMERERZ Ry -

MeBR M sk e schrems 11 £ 45 4 » BR 2 A A HE A

3

FF AT PR EZ

respect for his or her private and family life, home and communications.; 8. (1) Everyone has the right
to the protection of personal data concerning him or her.; 47. Everyone whose rights and freedoms
guaranteed by the law of the Union are violated has the right to an effective remedy before a tribunal in
compliance with the conditions laid down in this Article. Everyone is entitled to a fair and public hearing
within a reasonable time by an independent and impartial tribunal previously established by law.
Everyone shall have the possibility of being advised, defended and represented. Legal aid shall be made
available to those who lack sufficient resources in so far as such aid is necessary to ensure effective
access to justice.”); ¥RAF - w8 A F IS BB b B 48 H 2 7 By SR S5t — AR A TR
Schrems £ F AWMBEH - Nt TEF 42021 B F 5 BURHwE — A A -3 g 5o
B 224-226 ( 2021 4 )
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f4t¥ SCC F & » BRMIAIRA A » &34 48 SCC 7 £ £ F &4 GDPR &
BRAKAMAETR R TRATREBZMEKREREHZRRBMEMERE K
HEAME 28R FAZEEEHEMITARER SCC HHH - TH E48
FAFA B2 E B EATRERTE B ER A AR AN YR TR
1B > b 0 BREERR A SCC 4o LB LT o

ESCC ARG AMMINL  SCCRHEZHEX—ALRAT LMBRY
PR R E T » KF| R38R SCC 2 A7k » i SCCHE#H R ANE » &
A E Z B R FBUR EIEZ PR 840 E A Kb X BN AT R BT - DA
SCCHAHEAZ AR - Rifn » ZILBAI IR Wik Fo s X BfT » RFRERFH

=~ 4% Schrems II 5% 5

(—)SCCihB R ZAAERZF X

HEREBWHRRE BN REE BN IR B LTS A% B

Schrems II para. 191.

Schrems II para. 201.

70" Schrems 11 paras 128- 130

" See % H, =X REDZYHT A EABRLIRELTR  BLBUS KERES
R AR L2 3( B 35 38 ( 2022 o
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Schrems I £ X #8535 & SCC 2 475M 1% » SCC 4%l N £k B R 5 EHn

REGEMFTLEZF K o

X Schrems I1 % #| 3214 & & » EDPB [& Bp# 2020 4 11 B &+ 738 T 3850
FAGHE | A AR B ERT - M H LR B K ¢ 75 £ B) Schrems I £ AR N B R
sty EDPB 3 > 7 2021 4 6 A @@ # iR SCCT 1F A S ¥3T 2 £ H 428
AXBEHFE—FHHIL—FHIR SCC 2NE ~ AR GREMBRKREXRAHAEE
ZFRE > MR G mH A e M A RIBANRD T EARBBRE KR E
L B AR EFTH AR 2 7% A GDPR 7 & 3488475 AR R A
BRAHER R AL > ARZIBAT R

(=) £KRE=ZRERERD Z

A—HE FRBURRBRARE T AR EAEZG B A @G RTH =

g

BR £ BR i BAMR I € X T REME > £ T AT ATl SCCE AL ¥ ik A E &M
HXROM%R RE—5AKEZH A 0 A £ B BB H 5T A AHE 86 T34

B H AR XA R RIS AT A B - B F 2
it AR E @ 2023 £ 7 A EXEB (kAT MHEREMENE (EU-

US Data Privacy Framework, DPF ) 7* ), Bp £ Bk B % = pr 2 4 3% T oRHEHH & -

& Bl A RSB A TR I & X & BRI B B AR E RARAFF BB

JEA 2022 4 10 A i@i@ 2 4744 EO 14086 » BuX ¥ A 2 BR B & BT AT EL4 4

2 EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance
with the EU level of protection of personal data, Version 2.0, Adopted on 18 June 2021,
https://edpb.europa.cu/system/files/2021-

06/edpb_recommendations 202001vo0.2.0_supplementarymeasurestransferstools_en.pdf.

73 Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses
for the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council, 2021 O.J. (L 199) 31 [hereinafter 2021 SCC].

4 Commission Implementing Decision (EU) of 10 July 2023 Pursuant to Regulation (EU) 2016/679 of
the European Parliament and of the Council on the Adequate Level of Protection of Personal Data under
the EU-US Data Privacy Framework, 2023 O.J. (L 231) 118 [hereinafter DPF].
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BEYRMEAE AR P AEEEEARAMEN T I RS FRAAR - AR H
AT KRk (( 1 )37 69 EO 14086 175 R ST 9R AT B & R ARG LT R 15
WEE  MAHBAEE R (2) BF 0 #ey) EO 14086 it & k14520 £ B FISA '

P R — H A AR 2 T02 453K -

A AR B 7 @ > EO 14086 £13% — M ey R HEMS : F—RBKEBRARK
BB N7 0N R B s 1% B ( Civil Liberties Protection Officer, CLPO ) #
R BB EHEATEAE L F R AR h AT B SRR 2 H T B AR
% % ;%1% ( Data Protection Review Court ) » ##7 K B & 47 3% B 4F R 2 AT B
RESTI R —ER BRI RN ZAE - MEMREEE LR ETERAFAER
BUR AT B R B R EEBUR A BEEHBENEAKET R E R HELE
Pl B ho Bl — kTR - R EMATE R A2 FRT -

B AR A BREBUR M R A 3 RA B 8 F = IR 3 A AR € DPF > 3t
# DPF #4785 FEARANZEF AL F EZMIBHE - F4t¥# Schrems II £ ¥
BRMARRBAERRARAMAEZTF 4T Rman XAy UMAT a8 R
A (B IR EMRER E AN ) EA TR - Hedb— W A8 BN AT IR Z (5 A4
B AR IBERNEAT LRI KR ERZAZE RS A - Max
Schrems & £ 77§ 2~ K [H 8 € & &% ¥ DPF #& mek ok e Ae i £ 537
% DPF 24 E X F L@ R 2545 RRETETRGRBEZ LS &8
REREWRZEIR  — B XHRRBEANMANETZAEETE - BE /D

5 Executive Order (EO) 14086 of 7 October 2022, on Enhancing Safeguards for United States Signals
Intelligence Activities [hereinafter EO 14086]; Presidential Policy Directive 28 — Signals Intelligence
Activities, 17 January 2004 [hereinafter PPD-28].

76 50 U.S.C. §§ 1801-11, 1821-29, 1841-46, 1861-62, 1871; Sergi Batlle and Arnaud van Waeyenberge,
EU-US Data Privacy Framework: A First Legal Assessment, EUROPEAN JOURNAL OF RISK REGULATION
1, 4-6 (2023).

7 EO 14086 sec. 3(E).

8 NOYB, European Commission Gives EU-US Data Transfers Third Round at CJEU (July 10, 2023)
https://noyb.eu/en/european-commission-gives-eu-us-data-transfers-third-round-cjeu.
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B RIEBUT — ALt 2 38 R MR A B W T 60 O R R B ARHR B R
GDPR 7 A&t Aok » E B R HBAFH IMESEF O ZARIE > 4ot ) R
&% 7] ( Binding Corporate Rules, BCR ) 47 % # B ( Code Of Conducts, CoC )+
2 7 31 2 4% 2k ( Standard Contractual Clauses,SCC ) 7 - £+ HF A F & - B AT 4K
R ZAL R & & SCC» B &7kt Schrems 1T & + < B|ek MUkl @ & > Sv

AT ° SCC 2 34 » SHtm 3 B AR A H B ARFRA o

BCR £ ZH#ANERCEEHETEFE T A MERBEATHAA > 21
ShES B A ¥ 2 BN G RI T8 TREAMARRFELAMABEZAR,HE -
S ERARM S RETEPL FERERIBATRIRE TR A EEEZ 5
J& - BCR % B 2 3% 3t P44 A SRR st — B8 - 15 ¥ & M 47 4 @ 4] & BCR 3E£4F

BB A MM EZ T X BRI ARl - RAEE MR - BCR 24 R AMAH
4 GDPR piig e 2B ARRA > BM T BEX B 88 % 60 PR AT

k2 EEY .

#Fwmk STHER (CoC)

CoC Rl M &AT( M2 A 8T E H4ofT%F GDPR £Rx—%8
BEMARE BEAERAFETEN HRERES T M2 ITE ATHE
BHREATRSREBEMREZBEILRERE Pagstm FTE — BT %k
R IAF AR FHYF) EARE o

79 GDPR art. 46(2).
80 GDPR arts. 46(2)(b), 47(2).
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BoRHE B Sk F i o X CoC BF R AATER 2451 AEHRIEZ NP1
2R EAMER ERATHERZHEF XAUBE B S RTEHCLFLEH
ZHREBEX  HEYHAAEZNBENASS GDPR 2 LB EA KRR AR &R -
it % SRLAE A » F= BCR 2R SCC R &) & » CoC A & Mo k1% J& %4> GDPR
%4045 FEPFwE" FRERREE LR 0 BTAHEREIFEHBRATH

B R A A RIEZ A Mk - b A GDPR k& 4hHF Log 452k 2 R -

HAETHER L FFRRIZETIRFECRBE TR EZ CoCr £ 4
R B A AT MR dosb Bp @ s g 0 2 H bl REUF B R MR T 2

WE - LB A F SN Ed M AR -

BRER BERYHKERK (SCC)

SCC 2T it A AT AR I E RELZH > ZBRKARE
FEHEM 2 SCC ik - MARHERE REEMzRGF  BHhOHEH=
AEH > RBEHERRAZBZFEZAZFTAY > BBR Q2T K n Al ek 8
RNRBIIZEMEEEREEHNEEREIREER R b — R B
% B ] 3R B B R T BRI T AR R MR B 5] &
(T H e A SCC &y X - BATH M XM B E #7555 EH X 67K KE

84

e E s SCC ARMANI B A £ 3 R 2 2 405 S5 R N BBATHE
{$45 ARG SL A 2 X A2 M AR AFEATHE R ER M K & T 8H 2 SCC» 37

FEAE LM 2 N B R 438 SCC 14 2k & GDPR ( % 85 #7 8] & Directive 95 ) 2 %

81 GDPR art. 46(2)(e).

82 GDPR art. 40.

832021 SCC arts. 3,10-12.
84 GDPR art. 46(2)(c).
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i
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M2 ETRAUANAELGE FEHFBEERS - A4 AR EARZES AN
A £ ©H3# % Directive 95 B R AT RAEX A B 2RI F3% - T2 E R SCC
Bz miEn AR A2 E R X H Schrems Il £ F #7» SCC Ak Mz Al @\ &
#%4% SCC m %% Schrems Il BF g & » —AT R A A X HHEMEM AL T E - #&
B MK & 7F — Gt 4% Schrems 11 B2 HE N RMAELE » 7 2021 &£ 6 A ER4A
A ¥ # SCC » 2021 #7pr SCC R — g sAtE: 2 3ok H K, » 4841t ( Module ) 2 7

KB HER I AE R ) AR -
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PR R RARHAKAME  STABRAF S Em,MER T2

85 European Commission, New Standard Contractual Clauses - Questions and Answers Overview,
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-
protection/new-standard-contractual-clauses-questions-and-answers-overview_en (last visited Jan. 24,
2024).

8 2001/497/EC: Commission Decision of 15 June 2001 on standard contractual clauses for the transfer
of personal data to third countries, under Directive 95/46/EC, 2001 O.J. (L 181) 19 [hereinafter 2001
SCC]; 2004/915/EC: Commission Decision of 27 December 2004 amending Decision 2001/497/EC as
regards the introduction of an alternative set of standard contractual clauses for the transfer of personal
data to third countries, 2004 O.J. (L 385) 74 [hereinafter 2004 SCC]; 2010/87/: Commission Decision of
5 February 2010 on standard contractual clauses for the transfer of personal data to processors established
in third countries under Directive 95/46/EC of the European Parliament and of the Council, 2010 O.J. (L
39) 5 [hereinafter 2010 SCC].

872021 SCC, supra note 73.
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#x#% FE (Consent)

BT B R £ 8 2 B & ( Consent )41E &g — B &% R 3 H BT
BIEREZ F B BAFE BA ey AR AR B sy a7 Bl e R e
# 3t KRBT Bl R MR SCC 2T — B MBI BN EEFd Ik
BAEHERABELARNA LHERS (BFAFARE ) ABPEETHE
ek RILH I ARBAT EHAE—BISNERF SR E R T Y R IE AT
§F R 2 B R AT R 2

B &X P iE R E AT > R REER TR EMENE &2 & R AT ag
MEE AREOREATRARG BRERZHFTXAENE A2E LS HF
W AR HNERRRE B IRA] LI 25 GDPR A SR AT T Z A 2 0 3 A

WombE X ERAERTFHN -

GDPR #WF EZ Nk AT » 2Rl AR5 % 328~ $422 -~ 438 K

XH THRAMRIE MAEREAE > TEEHUATAML BE  raesxmn

90 .

88 2021 SCC recital 24 (“Decision 2001/497/EC and Decision 2010/87/EU should be repealed three
months after the entry into force of this Decision. During that period, data exporters and data importers
should, for the purpose of Article 46(1) of Regulation (EU) 2016/679, still be able to use the standard
contractual clauses set out in Decisions 2001/497/EC and 2010/87/EU. For an additional period of 15
months, data exporters and data importers should, for the purpose of Article 46(1) of Regulation (EU)
2016/679, be able to continue to rely on standard contractual clauses set out in Decisions 2001/497/EC
and 2010/87/EU for the performance of contracts concluded between them before the date of repeal of
those decisions, provided that the processing operations that are the subject matter of the contract remain
unchanged and that reliance on the clauses ensures that the transfer of personal data is subject to
appropriate safeguards within the meaning of Article 46(1) of Regulation (EU) 2016/679. In the event of
relevant changes to the contract, the data exporter should be required to rely on a new ground for data
transfers under the contract, in particular by replacing the existing standard contractual clauses with the
standard contractual clauses set out in the Annex to this Decision. The same should apply to any sub-
contracting to a (sub-)processor of processing operations covered by the contract.”).

8 GDPR art. 49(1)(a).

%0 GDPR recitals 32, 42, 43; art. 7 (“(32) Consent should be given by a clear affirmative act establishing
a freely given, specific, informed and unambiguous indication of the data subject's agreement to the
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HERF B2 T KL ARRARE FROLEBRE  TFRFRTHAR
HEMNEBBLARRIOTEE AL RAEFHEN IR CHLREREXEH
AN BB HINE) B G BAT A I H A A A S ko 3B — G AT - RIZBAE SRR IR
BHMEBAHHR TN AAEAZESNES AR —2AREIKRE
HBEABRARANEY T A BEHS GDPR Z £ XK -

(2) &L Aps THAEES

EHERARELERTBHZ BT BEREREAERFEL  ET
RMEREEERSRE > BRGE EX BN RARKAE - B R 3 - GDPR AT 5

processing of personal data relating to him or her, such as by a written statement, including by electronic
means, or an oral statement. This could include ticking a box when visiting an internet website, choosing
technical settings for information society services or another statement or conduct which clearly indicates
in this context the data subject's acceptance of the proposed processing of his or her personal data. Silence,
pre-ticked boxes or inactivity should not therefore constitute consent. Consent should cover all
processing activities carried out for the same purpose or purposes. When the processing has multiple
purposes, consent should be given for all of them. If the data subject's consent is to be given following a
request by electronic means, the request must be clear, concise and not unnecessarily disruptive to the
use of the service for which it is provided; (42) Where processing is based on the data subject's consent,
the controller should be able to demonstrate that the data subject has given consent to the processing
operation. In particular in the context of a written declaration on another matter, safeguards should ensure
that the data subject is aware of the fact that and the extent to which consent is given. In accordance with
Council Directive 93/13/EEC a declaration of consent pre-formulated by the controller should be
provided in an intelligible and easily accessible form, using clear and plain language and it should not
contain unfair terms. For consent to be informed, the data subject should be aware at least of the identity
of the controller and the purposes of the processing for which the personal data are intended. Consent
should not be regarded as freely given if the data subject has no genuine or free choice or is unable to
refuse or withdraw consent without detriment; (43) In order to ensure that consent is freely given, consent
should not provide a valid legal ground for the processing of personal data in a specific case where there
is a clear imbalance between the data subject and the controller, in particular where the controller is a
public authority and it is therefore unlikely that consent was freely given in all the circumstances of that
specific situation. Consent is presumed not to be freely given if it does not allow separate consent to be
given to different personal data processing operations despite it being appropriate in the individual case,
or if the performance of a contract, including the provision of a service, is dependent on the consent
despite such consent not being necessary for such performance.).
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1" Stephen Breen et al., GDPR: Is your consent valid, 37(1) BUSINESS INFORMATION REVIEW 19, 21-23
(2020).

92 Nicole Beranek, SCCs and CoCs and BCR — Untangling the Web and Spotting the Difference, INPLP
(Nov. 26, 2021), https://inplp.com/latest-news/article/sccs-and-cocs-and-ber-untangling-the-web-and-
spotting-the-difference/.
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% Id.
92021 SCC Annex §5.
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%5 2001 SCC Annex §3.
% Id. Annex §4.
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143 EDPB, supra note 72.
144 GDPR arts. 5(1)(b), (d), (e).
1452021 SCC Annex Modules 1-4 §8.
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146 Case C-131/12, Google Spain v. AEPD and Mario Costeja Gonzalez (May 13, 2014).
YORAE  WERAEIT R R TR R EREEHRE 505 18 B 69

B 114 (2021 % )

148 GDPR art. 17.1.

1492021 SCC Annex Module 1 §10(b)(iii) (“erase personal data concerning the data subject if such data
is being or has been processed in violation of any of these Clauses ensuring third-party beneficiary rights,
or if the data subject withdraws the consent on which the processing is based.”).

150 GDPR arts. 17.1(a), (c) (“1. The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the controller shall have the
obligation to erase personal data without undue delay where one of the following grounds applies: (a)
the personal data are no longer necessary in relation to the purposes for which they were collected or
otherwise processed... (c) the data subject objects to the processing pursuant to Article 21(1) and there
are no overriding legitimate grounds for the processing, or the data subject objects to the processing
pursuant to Article 21(2).”).
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151 GDPR art. 21.

152 2021 SCC Annex Module 1 §10(c).

133 GDPR art. 22 (“1. The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her. 2. Paragraph 1 shall not apply if the decision: (a) is necessary
for entering into, or performance of, a contract between the data subject and a data controller; (b) is
authorised by Union or Member State law to which the controller is subject and which also lays down
suitable measures to safeguard the data subject's rights and freedoms and legitimate interests; or (c) is
based on the data subject's explicit consent. 3. In the cases referred to in points (a) and (c) of paragraph
2, the data controller shall implement suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests, at least the right to obtain human intervention on the part of the
controller, to express his or her point of view and to contest the decision. 4. Decisions referred to in
paragraph 2 shall not be based on special categories of personal data referred to in Article 9(1), unless
point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests are in place.”).

154 2021 SCC Annex Module 1 §10(d) (“(d) The data importer shall not make a decision based solely on
the automated processing of the personal data transferred (hereinafter ‘automated decision’), which
would produce legal effects concerning the data subject or similarly significantly affect him/her, unless
with the explicit consent of the data subject or if authorised to do so under the laws of the country of
destination, provided that such laws lays down suitable measures to safeguard the data subject’s rights
and legitimate interests. In this case, the data importer shall, where necessary in cooperation with the
data exporter: (i) inform the data subject about the envisaged automated decision, the envisaged
consequences and the logic involved; and (ii) implement suitable safeguards, at least by enabling the data
subject to contest the decision, express his/her point of view and obtain review by a human being.”).
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135 GDPR arts. 15, 16 (“15. (1) The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her are being processed, and, where
that is the case, access to the personal data and the following information: (a) the purposes of the
processing; (b) the categories of personal data concerned; (c) the recipients or categories of recipient to
whom the personal data have been or will be disclosed, in particular recipients in third countries or
international organisations; (d) where possible, the envisaged period for which the personal data will be
stored, or, if not possible, the criteria used to determine that period; (e) the existence of the right to request
from the controller rectification or erasure of personal data or restriction of processing of personal data
concerning the data subject or to object to such processing; (f) the right to lodge a complaint with a
supervisory authority; (g) where the personal data are not collected from the data subject, any available
information as to their source; (h) the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such processing for the data
subject; 16. The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her. Taking into account the purposes of the
processing, the data subject shall have the right to have incomplete personal data completed, including
by means of providing a supplementary statement.”).

1562021 SCC Annex Module 1 §§10(b)(i), (ii) (“(b) In particular, upon request by the data subject the
data importer shall, free of charge: (i) provide confirmation to the data subject as to whether personal
data concerning him/her is being processed and, where this is the case, a copy of the data relating to
him/her and the information in Annex I; if personal data has been or will be onward transferred, provide
information on recipients or categories of recipients (as appropriate with a view to providing meaningful
information) to which the personal data has been or will be onward transferred, the purpose of such
onward transfers and their ground pursuant to Clause 8.7; and provide information on the right to lodge
a complaint with a supervisory authority in accordance with Clause 12(c)(i); (ii) rectify inaccurate or
incomplete data concerning the data subject”).

157 GDPR arts. 18, 20 (“18. (1) The data subject shall have the right to obtain from the controller
restriction of processing where one of the following applies: (a) the accuracy of the personal data is
contested by the data subject, for a period enabling the controller to verify the accuracy of the personal
data; (b) the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead; (c) the controller no longer needs the personal data for the
purposes of the processing, but they are required by the data subject for the establishment, exercise or
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defence of legal claims; (d) the data subject has objected to processing pursuant to Article 21(1) pending
the verification whether the legitimate grounds of the controller override those of the data subject; 20.
(1) The data subject shall have the right to receive the personal data concerning him or her, which he or
she has provided to a controller, in a structured, commonly used and machine-readable format and have
the right to transmit those data to another controller without hindrance from the controller to which the
personal data have been provided, where: (a) the processing is based on consent pursuant to point (a) of
Article 6(1) or point (a) of Article 9(2) or on a contract pursuant to point (b) of Article 6(1); and (b) the
processing is carried out by automated means.”).

158 GDPR art. 25.

159 Id
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160 GDPR art. 35.
161 GDPR art. 36.
162 2021 SCC Annex §14.
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163 GDPR arts. 28-34 (30. (1) Each controller and, where applicable, the controller's representative, shall
maintain a record of processing activities under its responsibility. That record shall contain all of the
following information: (a) the name and contact details of the controller and, where applicable, the joint
controller, the controller's representative and the data protection officer; (b) the purposes of the
processing; (c) a description of the categories of data subjects and of the categories of personal data; (d)
the categories of recipients to whom the personal data have been or will be disclosed including recipients
in third countries or international organisations; () where applicable, transfers of personal data to a third
country or an international organisation, including the identification of that third country or international
organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the
documentation of suitable safeguards; (f) where possible, the envisaged time limits for erasure of the
different categories of data; (g) where possible, a general description of the technical and organisational
security measures referred to in Article 32(1).

(2) Each processor and, where applicable, the processor's representative shall maintain a record of all
categories of processing activities carried out on behalf of a controller, containing: (a) the name and
contact details of the processor or processors and of each controller on behalf of which the processor is
acting, and, where applicable, of the controller's or the processor's representative, and the data protection
officer; (b) the categories of processing carried out on behalf of each controller; (c) where applicable,
transfers of personal data to a third country or an international organisation, including the identification
of that third country or international organisation and, in the case of transfers referred to in the second
subparagraph of Article 49(1), the documentation of suitable safeguards; (d) where possible, a general
description of the technical and organisational security measures referred to in Article 32(1).

31. The controller and the processor and, where applicable, their representatives, shall cooperate, on
request, with the supervisory authority in the performance of its tasks.

33. (1) In the case of a personal data breach, the controller shall without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal data breach to the supervisory
authority competent in accordance with Article 55, unless the personal data breach is unlikely to result
in a risk to the rights and freedoms of natural persons. Where the notification to the supervisory authority
is not made within 72 hours, it shall be accompanied by reasons for the delay. (2) The processor shall
notify the controller without undue delay after becoming aware of a personal data breach.

34. (1) When the personal data breach is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall communicate the personal data breach to the data subject without undue
delay.).

164 2021 SCC Annex Module 1 §§8.5, 8.9, 13; Module 2 §§8.6, 8.9, 13; Module 3 §§8.6, 8.9, 13, Module
4 §§8.1, 8.2, 8.3.
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165 GDPR arts. 51-59.
166 GDPR art. 57.
167 GDPR arts. 30, 31, 33.
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168 GDPR art. 58(1).
169 GDPR art. 58(2).
170 GDPR art. 58(2).
17l GDPR arts. 58(4)-(6).
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1722021 SCC Annex §13.
173 GDPR arts. 77-79.
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174 2021 SCC Annex §11(a).
175 Id. Annex §§11(b)-(f).
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176 Meta 2023 case, supra note 5.

177 Binding decision 1/2021 on the dispute arisen on the draft decision of the Irish Supervisory Authority
regarding WhatsApp Ireland under Article 65(1)(a) GDPR, EDPB (Adopted on Jul. 28, 2021),
https://www.edpb.europa.eu/system/files/2021-

09/edpb_bindingdecision 202101 ie sa whatsapp redacted en.pdf [hereinafter WhatsAPP case].

178 GDPR recital 127,128.

179 Meta 2023 case at. 11, 213.
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139 Nick Clegg and Jennifer Newstead, Our Response to the Decision on Facebook’s EU-US Data
Transfers, META (May 22, 2023), https://about.fb.com/news/2023/05/our-response-to-the-decision-on-
facebooks-eu-us-data-transfers/.

181 Meta 2023 case at. 61-62.
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182 1d. at. 67.
183 4. at. 68.
134 Id. at. 68.
185 Schrems Il para. 126 (“Therefore, although there are situations in which, depending on the law and
practices in force in the third country concerned, the recipient of such a transfer is in a position to
guarantee the necessary protection of the data solely on the basis of standard data protection clauses,
there are others in which the content of those standard clauses might not constitute a sufficient means of
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ensuring, in practice, the effective protection of personal data transferred to the third country concerned.
That is the case, in particular, where the law of that third country allows its public authorities to interfere
with the rights of the data subjects to which that data relates.”).

186 Meta 2023 case at. 91-92.

187 Id. at. 93-94.
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188 Jd. at. 95; Davinia Brennan et al., EU-US Data Transfers Back in the Spotlight Following Record
€1.2bn Fine, MATHESON LLP (May 24, 2023), https://www.matheson.com/insights/detail/eu-us-data-
transfers-back-in-the-spotlight-following-record-1.2bn-fine.

189 Meta 2023 case at. 94-100.

190 GDPR recital 108 (“In the absence of an adequacy decision, the controller or processor should take
measures to compensate for the lack of data protection in a third country by way of appropriate safeguards
for the data subject. Such appropriate safeguards may consist of making use of binding corporate rules,
standard data protection clauses adopted by the Commission, standard data protection clauses adopted
by a supervisory authority or contractual clauses authorised by a supervisory authority. Those safeguards
should ensure compliance with data protection requirements and the rights of the data subjects
appropriate to processing within the Union, including the availability of enforceable data subject rights
and of effective legal remedies, including to obtain effective administrative or judicial redress and to
claim compensation, in the Union or in a third country. They should relate in particular to compliance
with the general principles relating to personal data processing, the principles of data protection by design
and by default. Transfers may also be carried out by public authorities or bodies with public authorities
or bodies in third countries or with international organisations with corresponding duties or functions,
including on the basis of provisions to be inserted into administrative arrangements, such as a
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memorandum of understanding, providing for enforceable and effective rights for data subjects.
Authorisation by the competent supervisory authority should be obtained when the safeguards are
provided for in administrative arrangements that are not legally binding.”).

191 GDPR art. 49.
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192 Meta 2023 case at. 121-124.
193 Court of Justice, Application (OJ) of 16 Feb, 2024, case T-8/24, Meta Platforms Ireland v European
Data Protection Board.
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194 Article 29 Working Party, Guidelines on transparency under Regulation 2016/679, WP260 rev.01, as
last Revised and Adopted on 11 April 2018, https://ec.europa.eu/newsroom/article29/items/622227.

195 4. at. 6.

196 GDPR art. 12(1) (“The controller shall take appropriate measures to provide any information referred
to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing to
the data subject in a concise, transparent, intelligible and easily accessible form, using clear and plain
language, in particular for any information addressed specifically to a child. The information shall be
provided in writing, or by other means, including, where appropriate, by electronic means. When
requested by the data subject, the information may be provided orally, provided that the identity of the
data subject is proven by other means.”).

197 Article 29 Working Party, supra note 194, 9 8.
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201 GDPR recital 127,128.
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203 Davinia Brennan, WhatsApp decision considers scope of transparency obligations under the GDPR,
A&L GoopBoDY LLP  (Sep. 24, 2021), https://www.techlaw.ie/2021/09/articles/data-
protection/whatsapp-decision-considers-scope-of-transparency-obligations-under-the-gdpr/.
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