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The Study of Information Security Risks and Related Legal

Instruments on the Cloud Computing of International Trade

Abstract

In recent years, cloud computing has become an ideal way for most Taiwanese
trading companies to adopt e-commerce. The basic model of cloud computing is to
provide resource in the form of internet service. By centralizing data and resource
onto “the cloud”, cloud computing helps companies to improve efficiency with lower
budget. However, this approach raises concern about information security, for users’
data will be stored in the internet, rather than being directly controlled by the users.
Due to this fact, companies tend to take information security into consideration before
moving to the cloud. To encourage Taiwanese trading companies, analyzing and
learning how to manage the information security risks are rather necessary.

This research aims to provide a clearer view of the information security to
Taiwanese trading companies, including the possible information security risks and
the ways to manage these risks. Through comparison and analysis, we conclude that
the information security risks of cloud computing and of other computer or internet
products or service are similar, and these risks can be reduced by technical methods,
management and laws. However, these risks cannot be removed, and in this situation,

trading companies are suggested to protect their data and their rights via contracts.

Keywords: Trading companies, cloud computing, information security, cloud

computing contract
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EHE T I E RGP

ZHEE L AT R R I TR AR R R oY T2 2 hE
PORFGE R hALeg el R Y H 7 FILE TR AEHR L A F -

B TP R ZAFTEFRIAILTN 2T 6 B ZHEE Y gL T2
B0 Ao HA MR R S o Bofidh Y o S fo- s 2T 2

HEE PRI F R N PIREEFE CEREE T ff—'-@%’?] SR gty
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32 Michael Armbrust et al, A View of Cloud Computing, Communications of the ACM Vol. 53 No.4 51,

52 (2010).
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Standards and Technology, NIST )*+ 2011 # 3 # 2. " NIST Z #4:8 & ¥ & ¥ % (The
NIST Definition of Cloud Computing (Draft) ) ;> & ¥ ,T*ui—‘ WEFEE P P EFIRL

—H e ENISTR RN F - 288 Bdg i ¥ 7P - {12 #

|

B g R @S TR ML TR RN EETRELT L ¢ F i PR
BT B ARNERE - FE T AT VAT RTAE > P AR R
HEE o R el BN R R SRR B B IR Bt 5L 2

NIST4p & > 2RERE R ¢ L iff 2 o BRI ALEL DL 20

p
|

FT

¢F KT p it kg RP-* (on-demand self-service) ~ J i ehB- i F if
( broad network access ) ~ & * 'fﬁ £ % Fh# (resource pooling ) ~ P-if F7 % 2_ 58

M (rapid elasticity ) &2 & ip| PR 7% 2. 7 ic (measured service ) 4p B s 4 i 4o+ 35

1. pEtsi g RBo
RFEFF IR BRI R R T o B2 P T R TR &G

i

= ./)-’—36
T2 BT e

P YRS - R ENERE ISR 0 H 1213 20107 F -
¥ Peter Mell & Timothy Grance, The NIST Definition Of Cloud Computing (Draft), NIST Special
Publication 800-145, 2 (Jan., 2011). available at
http://csrc.nist.gov/publications/drafts/800-145/Draft-SP-800-145 cloud-definition.pdf (last visited
July 10, 2011).
*1d.
*1d.
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* ﬁ R F AR R & £ 83T 58 fanfe N 352 (B4 Javaspython~ .Net ) »

EFEFE > PaaS i fe AR ZURMES A FRFT L o AED 0§

*!' TIM MATHER et al., CLOUD SECURITY AND PRIVACY 17-18 (2009).
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Id.
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TaaS PRAF -5\ T2 PR A% #% rfaiza‘%’t I8 2K A28 %5 PR A% o TaaS PRI % & '*za‘%l
PRI AT RASLA G GOz BFER % 27 4R % F iR TR * hE
PR A 4R '*‘#?s b= B g B s s % o laaS PRIF R 3 N
Bt o 3E 8 (utility computing) » 2 % 3FE G f FEEET H0 0 BT
N EF LRI L KT AR D2 * JRI% FiRBArT R S ARY
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“1d., at 19-21.
“1d., at 22.
* Wikipedia, Utility Computing, at http://en.wikipedia.org/wiki/Utility_computing (last visited Jul. 10,
2011); Tim MATHER et al., supra note 41, at 22.
1; TiM MATHER et al., supra note 41, at 32.
Id.
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* Michael Armbrust et al, supra note 32, at 52.

% TiM MATHER et al., supra note 41, at 23.

°'1d., at 23.

32 Peter Mell & Timothy Grance, supra note 34, at 3.
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3 TIM MATHER et al., supra note 41, at 25.
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12 ENISA, Cloud Computing: Information Assurance Framework, European Network and
Information Security Agency 6 (2009).
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T ERACE L > ﬁk‘ﬁ ( European Network and Information Security
Agency, ENISA ) )’j‘*uif’ HIRAE NP HF E A audik 0 AR R ES T
&ﬁﬁiﬁﬁ&’ﬁéﬁﬁgEA@%ﬂ%@W@ﬁﬂﬁﬁbgﬁ%o

FARE AR 2HRBHS R AHT I 2RTAL 2L FAA D
FEemFdbns FTREried EHETRE®Rsa 4§ & SaaS #5° -

PaaS #-:& TlaaS #558 % > WA B 3 4 RARR afpdliE > A H Ew - %"g‘?laaSﬁi

135 TIM MATHER et al., supra note 41, at 53-55.

B34 1d., at 56-57.
135 1d., at 58-59.
136 ENISA, supra note 132, at 8.
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(GldeFebon ~ @ | #1en%3E 2 B3 218 & | 3218 &7 (due

s

HE S ARE %) | 7% (due diligence ) diligence )

7 % R - Cloud Computing Information Assurance Framework, ENISA, Nov. 2009.

% 7 SaaS 3V T Z =PRI '*F,ZEE?FJ”-%’%#% f—,’fi—'ﬁi 7 E e

& * —fg :}%’tz—b—fg

Lo g gae & dirdana | 1 LT o PR MEs (¢ 74

oL R o REFRTH g
2. MEFLAREFE LS 2. MEAMEOTNL 207 (4o
3. B SREEIL e PIRE ~RE A kR

4. FIRIT L bz (¢ FHE |3 HiIEE kR e e (248

l‘\'

TR SREAD M AR 2R ) o R E KRR EEAAG 0 LR
ot )

4. EHE 2T Lo dedl BRI
Bl AR BE e g~ B IDS

IPSl38 °

137 1d.; TIM MATHER et al, supra note 41, at 53-59.

1% IDS 4EDHIKERR A fSh il Z4% (intrusion detection system ) » FEIHAE By B HIGEREA B A4R

EHP RS AR ERGE) - BUERHUERNEEIHI - WHRHE R EIAE R - M T RiT AR
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5. B ke

6. BIFF 2T Lo holED VA
IDS /1PS -~ I‘f,lk:])%%, ~iE R A
¢ 8 (packet filtering) % -

7. jEsE T ERIE 2ARBEIE o

7oL %k - Cloud Computing Information Assurance Framework, ENISA, Nov. 2009.

%08 PaaSH T LRI Y FLRIREF 2L FEAfR

PRARR K m%ﬁ&g

PR N L I BELET SRy (¢ 518
2. HIH P ARBEEIE Lo KA NFR T LErEEE )

30 BT b engkEidl (¢ ZRE |2 MBEAMR O 2 ET P (e
BB R TAD M ARS 2R . PR~ A 2R R)

3. HiTR kg ey (238
R FihmRFaAipy o Tk
et ) o

4 ZBHEE 20T oo el LA A
B AP M e ~ 3 8 IDS
IPS -

5. FRl kA

6. MIFrT 2T Lo heER L
IDS /IPS ~ 17 ik g5 » & ~ 3% {74

¢ B (packet filtering) % -

IPS Fy AMEIEE 24 (intrusion prevention system ) - E ¥ SEIHAEZ Ml S 8e T AVEEIEE) » RFIEL
BUEENEREBH AR 11 T2 - 3l H s Rl A & - 2% &8 : Wikipedia, Intrusion detection system,
at http://en.wikipedia.org/wiki/Intrusion_detection_system (last visited Jul. 15, 2011); Wikipedia,
intrusion prevention system, at http://en.wikipedia.org/wiki/Intrusion_prevention_system (last visited

Jul. 15, 2011).
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74+ % & : Cloud Computing Information Assurance Framework, ENISA, Nov. 2009.
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21 Amazon AWS 2. Z 4RI 5 6 > MEETF THIRGE QREEE T 90

BEFTAZ 2OFE AR CNAFIFAPEIRG EFLALETH - E R
Google ~ Salesforce.com ~ IBM ~ Microsoft ¥ Amazon AWS & F]F = » % - -~

(o)

R AP AR RS E S H D a2 P ¥R SaaS & /& PaaS
FOPRAE B R 30 74 & TaaS 58 PRAE T 5 2 SaaS £ & PaaS

TIE S

-~ ZHRBER G OIRIBEAAM TR

A RE 22 2 EE PRI » Google ~ Salesforce & Microsoft 17
PRI/ SaaS &7 /& PaaS #75 ' IBM ¥ Amazon AWS # & cHR7% ¢ 5 SaaS,/PaaS

st o e 7 laaS B AURFS  JRAMGE Ve FH Y 2 RE HRAE -
Google cFPRFx¥F % 5 - A h~ FEEFRIARPBIE P F e 7 BT 2

P& I 5o Google # 3% & ¥ ehZ 2B IRFE 5 Google Apps for Business » £ ¥ 7 %“g

139 ENISA, supra note 132.
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PEETF G2 L HIEAEN T UEGT IR Y AT S X PR - Google
R AR E L BRI T PR AT 3 F L
Salesforce.com i & #% i CRM 4 M JRA% » H T L2 dp o S A H TR ~ o B

TS AR L2 gkl o Salesforce.com % B4 & ¥ TR f750 ~ WL 2
SURFEE s EHIM L T B A SRR AN NI HT 5 p ¥

ViR h 2R 2R ARNA X o RV ES AFH LI 5,000 4 o PREFH RS <AL

Windows Azure §_Microsoft = @ enZ 435 & 5. 3 d L { et f L AIT A
FeenT SR REOGR £ E B AR 2B 3 - Windows Azure # 5T 5 27 Windows
Azure Tools for Microsoft Visual Studio fsv v ® et & % A Windows Azure & 2~

BB 8 LT HEH R T e Web b ¥ Azt s R

-3;%
/4
v

A

IBM 443 2 =538 5 % i enpRAEA N e T 8 = BIRAHES » # 2 @ 3
7 2HEar 25 IBMRa 2R E A BR > d RIFA S LEE IR
A F G EIRIE SO 2R A EVRE ARG R RHF LB EE
% &> IBMSmartCloud s -2 % 2 £ ¥ Vg5 £d IBM & g g5 23
M 2 FERKE BF G 2 R o

Amazon 2006 < 3 11 Amazon Web Service (AWS ) » $% & PR G2 &35 2 &
Y = APRAAHC o Amazon AWS 2 SaaS o3 BT 3 B OARILARATE 2 B AR
;% » ¢ 7 Fulfillment Web Service (FWS) ~ Flexible Payment Service (FPS) ~
Mechanical Turk % ; PaaS fi-;% 2. JR7% & Z Amazon Simple Queue Service (SQS)

4 Amazon Simple Notification Service (SNS) > ¥ & % = T Er 5 2 @ * » &

MO A 3 EER A EIEE Google FEFHARTS  Google 4815 - 48k
http://www.google.com/apps/intl/zh-TW/business/index.html ( F{&EE&E HEF: 2011 F£7 5 15H)
141 Salesforce.com B 54k » 484E : http://www.salesforce.com/tw/ ( £51% %8 HHH : 2011 47 A
15H)-
2 Windows Azure Platform, at http://msdn.microsoft.com/zh-tw/windowsazure/ (last visited Jul. 15,
2011).
1 SRS ENZERT - PR ENE B TG > 2010 4E > B 34-36 ; IBM Smart Cloud, at
http://www.ibm.com/cloud-computing/us/en/index.html (last visited Jul. 15, 2011).
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T F & Amazon H s FRE * i laaS ;8 2 PR32 P K %> ¢ 7 Amazon Elastic
Compute Cloud ( Amazon EC2 ) ~ Simple Storage Service ( Amazon S3) ~ Virtual
Private Cloud (VPC) % » Amazon EC2 # i 5 Z #4318 & » Amazon S3 % #42% IR

i+ > VPC Rt 844 2 shpmas'™ o

'
4
‘\\‘34

 BE N PRIAT 2 uR

ZHEEIRAREY HRBR Y FROPF B2 OYd 2 R Y SN
Foad X3 - BLEAGRBEZY (FTED FIAERATNE BT

HELIRIEN) R E GRS NG EE G2 24 LS A

N

FEAT L EDBERPE A FERELRG2 3 RRARPNF oK LDZHELR G
7 A& PRIFE BRI K B K (Service Level Agreement, SLA ) & 4 = A

BA- E S B R ORI R A R R Y

2%@§mﬁﬁ@wg,s£@@ﬂgﬁ@wz% % TR TP B

i~

FH® SLA. 2REIRBFEFHI B RY FHRIE

SPRIFEFA BN F R ¥ LML FR AR ST HRFEEH > TG L

—

BALP R TY ~ BRETC 2 2 & > SLA SMFip il B RRAE 0 RS HERIE S
Llm & BRI phe A 7~ B S F Rz D PR ETE P 7
FWﬁﬁwi#ﬁﬁ B PR AR B ﬁ’ﬁﬁﬂﬂwmﬁﬁ%ﬁﬁmﬁ,u

%ﬁ&AﬂmmﬁmBEﬂ%ﬁ%‘ﬁ“;"mwmkﬁﬁ%;x&N“

AL A R BRI T2 - HBRFE TED AT R EORBY i
flEz-FAZ2FEAREFTLERRI Ta % 53 2 L FIRBF Yo

144" Amazon, Products & Services, at http://aws.amazon.com/products/ (last visited Oct. 1, 2011).
'3 Li-jie Jin et al., Analysis On Service Level Agreement Of Web Services, Software Technology
Laboratory of HP Laboratories Palo Alto (2002).
146
Id.
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71 - Google 2z Google

Apps for Business # _+ & % (Google Apps for Business Online ) » Salesforce 2.

Salesforce i & 37§ & % (Master Subscription Agreement ) % Salesforce 1 & B %

PRF% & X (Master Subscription Agreement Developer Services ) » Microsoft 2.

Windows Azure Platform Consumption Online Subscription Agreement 2 Microsoft

Online Services & * #&4| > IBM 2z IBM Smart Business Cloud Agreement » 12 %

Amazon AWS 2. AWS Customer Agreement]47 o F B A B FPRIFEIREAM T Y

S ok 10 P F AR o

% 10 ZERAHRERNEAETFEFZIRBZHH A

Business # }F £ 4
(SaaS {- PaaS #-

)

T B RAE | PRARE EEC IR SIRAE QR | A RRDBEGEK

# (27 2 REHP RGP
%) BT BE T K

Google SaaS ~ PaaS Google Apps for SLA ~ &30 * 5

W PRI

.

PEFE o

H»

Salesforce SaaS ~ PaaS Salesforce i & 37
B &% (SaaS
5% ) Salesforce 2
ERFRIFE S

(PaaS #-7% )

Bt~ 2 RIR
I 0E A2

9 THEE o

AR P S TERL R L TR S S B B iR R
o BEIWNES B PREA » WA R EEZSH R -
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Microsoft PaaS Windows Azure B RPRIAE GiE

Platform AP B 2 A PRAE
Consumption i® PRI AP

Online Subscription | ¥ & &#:1g @ * if
Agreement ~ R E
Microsoft Online
Services i * {11

(PaaS #5¢ )

IBM SaaS ~ PaaS ~ [aaS | IBM Smart M ETB YT
Business Cloud ke
Agreement
Amazon AWS SaaS ~ AWS Customer AWS Customer
PaaS - laaS Agreement Agreement “ 5 32

2

e zinhz
SLA -

R
/Egﬁ o OPRFRE A~

®F UL g

FRAERE -

TR KR AFL P ARIE

ZAFE 2 FAL 2RERA2Z AP F T BIRBEK 0 LR 2RI

Bak e S RS BRI £ 2 % 5o (Acceptable Use Policy )
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FHBER A EIRIFZ X 2P EEF o T WA & FPRIMEGR G L R EE

¥ 4% 0 & B4 % Google ~ Salesforce ~ Microsoft ~ IBM %2 Amazon 2. %3] it ¥

(=) Google Apps for Business &+ &

Google Apps for Business 4t t & ¥ 5 SaaS #i-3% 22 PaaS #55% PR 4% > H PRG>
i & iz B Google Apps for Business & £ 2 Google PR7%2_ & SLA ehp 7 #& &% .
iz Google Apps for Business #t + £ ¥ » Google ¥t ' % = (Customer) | % =
PRARZ g T 2 AL AT T B $3H 53 ARy TY o

FHTE S Tk e AJL K% > Google F 11 32 5 ¥

=t

F A EILA S
RO F ARG ERIER GOk M ERTES  Fa2xkw o g HTES F
M2 % PR RN > Google 3 H R (T4 MANE F B n K i ge B o gL
FMANTIFLOS b % AR ALy g2 e B2
FOZPRER GG LR (e T FOTRCE L 2B 2R Rn g
%) RAIY Google > M Z 2 |2 WHFRLEFILA 2 LA AR DIEE
%§$151 o

TR R AR ES LT T AL AP Rl
SRR - SN - KU S J),E?;ﬁ =0 & 38 % 5o (Acceptable Use Policy )

A R PRIRPE R 7@;% 2 e sdpRFa ¢ * 15 £ ( Domain Service Terms ) | 1> o

"E SRR v R a2 9ix 3 E {13 (abuse ) &2 #8212 B (postmaster )
% Z 2 i L4w ¢ (aliases for Customer Domain Names ) (P77 + 2R {2 g

8 Google Apps for Business Online Agreement, at
http://www.google.com/apps/intl/en/terms/premier_terms.html (last visited Oct. 22, 2011).
149" Google Apps for Business Online Agreement, art.1.1.
Google Apps for Business Online Agreement, art.1.1.
Google Apps for Business Online Agreement, art. 6.
Google Apps for Business Online Agreement, art. 2.1.
Google Apps for Business Online Agreement, art. 2.2.
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SV dpE T RS (Admin Account ) ##*32_ % » f F pFRF L1 ez
GEERF G N WL AMBEOR Y > AF IR AR 2
f

Py N s vz 2 1 P N - JEl £ o 24
TR EHI 2~ T ¥ 4 Google'™ o & Google 2. & R 0 A (915 B IRFE

KE TR %= 73 fo 5 E PRARRE 5 & @%J/z ERHT A EF N T N r
S '—ié?—:ﬁ (End User) "’ G P T‘Google 2R EA T RS |

# Google 3 M2 | % Fitdale 2 i3k > mAIL 3 @am2L'”e

Google ## R " * ¥, §Agenig» » 7 RKTZ 2 ik Tigr & | @
®RAE 0 E TR A oA i%IRIE > Google A 175 2P b &%
> FRE 4 BF > Google # - DR RPN BT e B S
S TR SE S SR S W

%@%i%’ﬁ%?ai@£¥$%%ogﬁﬁﬁi’%Wﬁiﬁ%%ii

*t > Google 7 £ BT N s R —“'J_EE?F'J",% Tz e TRz & 7212 . Google
BTES RGO EERT L SRS AR R TR ER

13 Google Apps for Business Online Agreement, art. 2.3.
135 Google Apps for Business Online Agreement, art. 2.5.
P e eSS 5 U BRI E S AR TR 22 TS A 4 S - Google
Apps for Business Online Agreement, art.15.
BT fads TR FE | EF# A Google Apps for Business fg#2 A © Google Apps for Business Online
Agreement, art.15.
138 Google Apps for Business Online Agreement, art.2.6.
Google Apps for Business Online Agreement, art. 6.
Google Apps for Business Online Agreement, art. 5.1.
Google Apps for Business Online Agreement, art. 5.2.
Google Apps for Business Online Agreement, arts. 11.2(ii) (iii).
Google Apps for Business Online Agreement, art. 11.2 (iv).
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FRAMTE - -

TR KR AFEL P AT

(z ) Salesforce L EFRF L ¥Ei R BFEIRIEL Y

Salesforce 2 & 3 = f&PR4%% 1) » Salesforce 2 & 37 & ) (Salesforce Master
Subscription Agreement) % # & T % = | B~{F 22 & * Salesforec 4=k F FPRFE »
>t SaaS #-5% ; Salesforce i & B 3 PR7+ & %) (Salesforce Master Subscription
Agreement Developer Services) &4 T % = | @ % fezb T 527 % fo Vg g%

AAF R AR 2R > BT PaaS RS o

72



1. Salesforce 3 837 F £ 4

2 it i3> Salesforce 14 i § SE IR K K B2 P A 6 RIRH TaK 2100
& o Salesforce f § EBF AL AASPE TR KA

TR HTFTRE M AESAER AR RPN E R 72 T g
%?%i%?ﬁéOFEHJﬁﬁ%ﬂ%ﬁ%i%*%ﬁﬁiﬁﬁ@@mﬁ:ﬁ
FEH (Data) eht Fafd ~ 2B AW ERF LFEFIN P A SEAE IR
PRGBS RAER Y o F I AP @ % FE pF > Jf i 4 Salesforce 5 # (715

(Glhozted ~ B E S ) # @452 Saleforce PRIE &

m«

W PRI i 2 T

[ N | S ST e N S T

it £ 7r2 b o Salesforce 22 T2 % | 3 f REWRFTA U2 3 FREE
ARNBORI - FHBRTRLEE - 3 S 2B 3T HRERR
S EREED AR RERZARAR . F MR- LA PSR AT
(ﬁagz“ﬂ41i%ﬁ&)moﬁﬁr%%?ﬂJ’é§Wﬁ‘%“%¢%
Fo &R TREE R AP SRR T R R R AT SRR
ey R: Ry HERANBL L B 2 FREELASBLH
GO ERARNBE ToRpA CIFL TFFE FEEALESNE AU LG T A

,%%—Lﬁii\‘l,% ~ ;}%:ﬁs ~ ;h:.lé‘,g% N Txgﬁii\:i\;ﬁii\:”l R

1% Salesforce, Master Subscription Agreement, arts. 4.1 & 4.2, available at
http://www.salesforce.com/company/legal/agreements.jsp (last visited Oct. 25, 2011).
195" Salesforce, Master Subscription Agreement, art. 4.1.
1% Salesforce, Master Subscription Agreement, art. 4.2.
17 Salesforce, Master Subscription Agreement, arts. 12.4 &12.5.
18 Salesforce, Master Subscription Agreement, art. 4.3.
19" Salesforce, Master Subscription Agreement, art. 8.2.
170" Salesforce, Master Subscription Agreement, art. 8.1.
"1 Salesforce, Master Subscription Agreement, arts. 4.3(d) & 9.1(iv).
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2. Salesforce L & R RFF£ 4
Salesforce Ff 3 PRF+3 =% = p T B F AN 8 T L2 JRI% > 45> PaaS #1748 2

PRI 3 BH T % 2 A4p MR ge 0 27 Salesforce 1 & 7R & %) (SaaS #5550 ) 2 p

FEF AW e 4 MR %74 > Salesforce 1 ERERIBLE Y H A
"E S T RS N L P2 9 4 F i B Salesforce A & TR

&% (77 SaaS #°3% ) ¥ > Salesforce ¥ /& 4 77 5 B i § g I~ K& Hv o

FEETES Tz 2P o RES T FRESRTAS 22 &0 Horg 2
"R 0 & § B PRFE (the Developer Services ) T & = ) ehlicdy 0 T %

% 1§ Salesforce PRAZ#THE 2 M2 g * f258 T4 » & T £ 2 | 5 &t Salesforce -

SATHRE S UE BRI FL 2B ERMTR 0 £ 5 A ER N 29T

G EN FE o mE @ TR T AS0AABR TR T H R

Salesforce PRARR 3 2 o AR & T 2 F 0 MAE R GE L LA ARPET

Salesforce ,T* H SaaS 5V & PaaS #0580 A2 B AR A R E 0GR o b
A AEGME > THERA AL DT NL 2 RIFPF > & 7 Salesforce i B
RAEP IR TR AR A BT pIRAT 2 R > 2
PRBEELASNBEH CHTBRTA, f Rk Rt FIRIEN 7 R 2
?} > SaaS BN 7 PaaS BN 2o B+ 4 fe B> 4t PaaS foilz & g ¢ %,T!‘u'_ e
T AP FEZ K E o w0 Salesforce i & BB PRIEE N 5 H|Er2 iRy o EE (T
4 Salesforce £ F 4 PaaS st T2 2 | enFT 2R ~ A H v AR TILR

b -

172 Qalesforce, Master Subscription Agreement Developer Service, available at
https://www.salesforce.com/company/legal/agreements.jsp (last visited Oct. 25, 2011).
173" Salesforce, Master Subscription Agreement Developer Service, arts. 2&12.4; Salesforce, Master
Subscription Agreement, art. 4.2.
17 Salesforce, Master Subscription Agreement Developer Service, arts. 6.1 & 11.4.
> . Salesforce, Master Subscription Agreement, arts.10.4&10.5.
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# 12 Salesforce Q> A% 2§ agod

Salesforce £
Salesforce YEPE R EPRAE o FIWH PN ﬁ FEap
(SaaS) FEFSRFM2Z L > o E oo
Hres  Fat2id IR L o
SRER 2 S FRASG N F LR
PEBEERLARNE RE A g
LIS K I L FER Y RBIEITEE
30 P p AR B E .
FRAFTRSNERAT F LRI A =
TR s APRARZ R BB AT -
ROKLERARE DTS FEFASZFR2LZ > o
e P EBEERLARAG -
Salesforce NEPE R B PRAE o FIRH N IRA R L% 78 gp
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PEBEE AR
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P E TR NEREF
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(=) Microsoft 2. Windows Azure

Windows Azure FR7% 43" PaaS .58 JRF% 0 JRFAZ X0 % ¢ 35 [ Online
Subscription Agreement | ~ " Microsoft Online Services i * # 4] (Microsoft Online
Services Use Rights ) ;> 12 % i w37 @ 11 SLA - Windows Azure PR32 F 2 4p b ¥
7 0 5 R4 & Microsoft PRA% 1€ * 4]

Online Subscription Agreement ® %) T_f = #& 7% - Window Azure i% P& 3% 15 3¢ £2
Microsoft Online Services f& * 3% i pRis'"0c B & fp (75 9 RApF o A0 8
RN E A R BT T A R R SO s R
ﬁﬁ%ﬁzﬁ’%zﬁﬁﬁﬁiﬁiﬂ’zwyﬂwﬁﬁx@ﬁﬁﬂ%gmo

Microsoft #2¢ * & § ML % - FIREZEFEFN > AL RP L
Microsoft Online Services & * {4l o #3%ifsx » & * H - 2@ * JRit > Tk L
% Microsoft Jc & ~# * H4as T« ¢ = 2 » Microsoft i "Microsoft
#+ @ g3l = (Microsoft Licensing Data Transfer Notices ) ; b % P~ 7 » H ig #
FRE AN LARIRA AFB R LA RIRBL P S R ET
Ho e 2 FR Y ZE TSR R 90 3% w87 & ¥ JRARPF > Microsoft
PR 2] % ki end # 5 (Customer Data ) > ' 242 22 & > Microsoft
FPERGZELSFTNIBEF AT P RESFTHZE2PFEFELE FF D

Ttz 2% JRAXE U % 0 i@ % F il Fv Microsoft

g2 f AP AR A I '13—@’ TR B o i ﬂ%\ﬂ'{” K'f VR IR R

é;&
a4

N

€% F A G &R Microsoft ¥ 530 p p #IPFRER T F 2 T T2 43

I
.

W p e EREEE.

176 Microsoft, Windows Azure Platform Consumption Online Subscription Agreement, art. 3, available
at http://www.microsoft.com/online/mosa.aspx (last visited Oct. 25, 2011).
77 Microsoft, Windows Azure Platform Consumption Online Subscription Agreement, art. 11(n).
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Google Apps for Business Online Agreement

This Google Apps for Business Online Agreement (the “Agreement”) is entered into
by and between Google Inc., a Delaware corporation, with offices at 1600
Amphitheatre Parkway, Mountain View, California 94043 (“Google”) and the entity
agreeing to these terms (“Customer”). This Agreement is effective as of the date you
click the “I Accept” button below (the “Effective Date”). If you are accepting on
behalf of your employer or another entity, you represent and warrant that: (i) you have
full legal authority to bind your employer, or the applicable entity, to these terms and
conditions; (ii) you have read and understand this Agreement; and (iii) you agree, on
behalf of the party that you represent, to this Agreement. If you don’t have the legal
authority to bind your employer or the applicable entity, please do not click the “I
Accept” button below. This Agreement governs Customer’s access to and use of the

Services.

1. Services.

1.1 Facilities and Data Transfer. All facilities used to store and process Customer Data
will adhere to reasonable security standards no less protective than the security
standards at facilities where Google stores and processes its own information of a
similar type. Google has implemented at least industry standard systems and
procedures to ensure the security and confidentiality of Customer Data, protect
against anticipated threats or hazards to the security or integrity of Customer Data,
and protect against unauthorized access to or use of Customer Data.As part of
providing the Services, Google may transfer, store and process Customer Data in the
United States or any other country in which Google or its agents maintain facilities.
By using the Services, Customer consents to this transfer, processing and storage of
Customer Data.

2. Customer Obligations.

2.1 Compliance. Customer will use the Services in accordance with the Acceptable

Use Policy. Google may make new applications, features or functionality available

from time to time through the Services, the use of which may be contingent upon

Customer’s agreement to additional terms. Customer agrees that its use of the Domain
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Service is subject to its compliance with the Domain Service Terms.

2.2 Aliases. Customer is solely responsible for monitoring, responding to, and
otherwise processing emails sent to the ‘“abuse” and “postmaster” aliases for
Customer Domain Names, but Google may monitor emails sent to these aliases for
Customer Domain Names to allow Google to identify Services abuse.

2.3 Customer Administration of the Services. Customer may specify one or more
Administrators through the Admin Console who will have the rights to access Admin
Account(s) and to administer the End User Accounts. Customer is responsible for: (a)
maintaining the confidentiality of the password and Admin Account(s); (b)
designating those individuals who are authorized to access the Admin Account(s); and
(c) ensuring that all activities that occur in connection with the Admin Account(s)
comply with the Agreement. Customer agrees that Google’s responsibilities do not
extend to the internal management or administration of the Services for Customer and
that Google is merely a data-processor.

2.5 Unauthorized Use. Customer will use commercially reasonable efforts to prevent
unauthorized use of the Services, and to terminate any unauthorized use. Customer
will promptly notify Google of any unauthorized use of, or access to, the Services of
which it becomes aware.

2.6 Restrictions on Use. Unless Google specifically agrees in writing, Customer will
not, and will use commercially reasonable efforts to make sure a third party does not:
(a) sell, resell, lease or the functional equivalent, the Services to a third party (unless
expressly authorized in this Agreement); (b) attempt to reverse engineer the Services
or any component; (c) attempt to create a substitute or similar service through use of,
or access to, the Services; (d) use the Services for High Risk Activities; or (e) use the
Services to store or transfer any Customer Data that is controlled for export under

Export Control Laws.

5. Suspension.
5.2 Emergency Security Issues. Notwithstanding the foregoing, if there is an

Emergency Security Issue, then Google may automatically Suspend the offending use.
Suspension will be to the minimum extent and of the minimum duration required to
prevent or terminate the Emergency Security Issue. If Google Suspends an End User
Account for any reason without prior notice to Customer, at Customer’s request,
Google will provide Customer the reason for the Suspension as soon as is reasonably

possible.

9. Representations, Warranties and Disclaimers.

9.1 Representations and Warranties. Each party represents that it has full power and
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authority to enter into the Agreement. Each party warrants that it will comply with all
laws and regulations applicable to its provision, or use, of the Services, as applicable
(including applicable security breach notification law). Google warrants that it will
provide the Services in accordance with the applicable SLA.

9.2 Disclaimers. TO THE FULLEST EXTENT PERMITTED BY APPLICABLE
LAW, EXCEPT AS EXPRESSLY PROVIDED FOR HEREIN, NEITHER PARTY
MAKES ANY OTHER WARRANTY OF ANY KIND, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING WITHOUT
LIMITATION WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR USE AND NONINFRINGEMENT. GOOGLE MAKES NO
REPRESENTATIONS ABOUT ANY CONTENT OR INFORMATION MADE
ACCESSIBLE BY OR THROUGH THE SERVICES. CUSTOMER
ACKNOWLEDGES THAT THE SERVICES ARE NOT A TELEPHONY SERVICE
AND THAT THE SERVICES ARE NOT CAPABLE OF PLACING OR RECEIVING
ANY CALLS, INCLUDING EMERGENCY SERVICES CALLS, OVER PUBLICLY
SWITCHED TELEPHONE NETWORKS.

11. Termination.

11.2 Effects of Termination. 11.2 If this Agreement terminates, then: (i) the rights
granted by one party to the other will cease immediately (except as set forth in this
Section); (ii) Google will provide Customer access to, and the ability to export, the
Customer Data for a commercially reasonable period of time at Google's then-current
rates for the applicable Services; (iii) after a commercially reasonable period of time,
Google will delete Customer Data by removing pointers to it on Google's active and
replication servers and overwriting it over time; and (iv) upon request each party will
promptly use commercially reasonable efforts to return or destroy all other
Confidential Information of the other party. If a Customer on an annual plan
terminates the Agreement prior to the conclusion of its annual plan, Google will bill
Customer, and Customer is responsible for paying Google, for the remaining unpaid

amount of Customer’s annual commitment.

13. Limitation of Liability.

13.1 Limitation on Indirect Liability. NEITHER PARTY WILL BE LIABLE UNDER
THIS AGREEMENT FOR LOST REVENUES OR INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, EXEMPLARY, OR PUNITIVE DAMAGES,
EVEN IF THE PARTY KNEW OR SHOULD HAVE KNOWN THAT SUCH
DAMAGES WERE POSSIBLE AND EVEN IF DIRECT DAMAGES DO NOT
SATISFY A REMEDY.
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13.2 Limitation on Amount of Liability. NEITHER PARTY MAY BE HELD LIABLE
UNDER THIS AGREEMENT FOR MORE THAN THE AMOUNT PAID BY
CUSTOMER TO GOOGLE HEREUNDER DURING THE TWELVE MONTHS
PRIOR TO THE EVENT GIVING RISE TO LIABILITY.

13.3 Exceptions to Limitations. These limitations of liability apply to the fullest extent
permitted by applicable law but do not apply to breaches of confidentiality obligations,
violations of a party’s Intellectual Property Rights by the other party, or

indemnification obligations.

14. Miscellaneous.
14.4 Force Majeure. Neither party will be liable for inadequate performance to the

extent caused by a condition (for example, natural disaster, act of war or terrorism,

riot, labor condition, governmental action, and Internet disturbance) that was beyond

the party’s reasonable control.
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I. Master Subscription Agreement

THIS MASTER SUBSCRIPTION AGREEMENT (“AGREEMENT”) GOVERNS
YOUR ACQUISITION AND USE OF OUR SERVICES.

IF YOU REGISTER FOR A FREE TRIAL FOR OUR SERVICES, THIS
AGREEMENT WILL ALSO GOVERN THAT FREE TRIAL.

BY ACCEPTING THIS AGREEMENT, EITHER BY CLICKING A BOX
INDICATING YOUR ACCEPTANCE OR BY EXECUTING AN ORDER FORM
THAT REFERENCES THIS AGREEMENT, YOU AGREE TO THE TERMS OF
THIS AGREEMENT. IF YOU ARE ENTERING INTO THIS AGREEMENT ON
BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT
THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY AND ITS
AFFILIATES TO THESE TERMS AND CONDITIONS, IN WHICH CASE THE
TERMS "YOU" OR "YOUR" SHALL REFER TO SUCH ENTITY AND ITS
AFFILIATES. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT
AGREE WITH THESE TERMS AND CONDITIONS, YOU MUST NOT ACCEPT
THIS AGREEMENT AND MAY NOT USE THE SERVICES.

You may not access the Services if You are Our direct competitor, except with Our
prior written consent. In addition, You may not access the Services for purposes of
monitoring their availability, performance or functionality, or for any other
benchmarking or competitive purposes.

This Agreement was last updated on September 15, 2011. It is effective between You

and Us as of the date of You accepting this Agreement.

4. USE OF THE SERVICES
4.1. Our Responsibilities. We shall: (i) provide Our basic support for the Purchased

Services to You at no additional charge, and/or upgraded support if purchased
separately, (i1) use commercially reasonable efforts to make the Purchased Services
available 24 hours a day, 7 days a week, except for: (a) planned downtime (of which
We shall give at least 8 hours notice via the Purchased Services and which We shall

schedule to the extent practicable during the weekend hours from 6:00 p.m. Friday to
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3:00 a.m. Monday Pacific Time), or (b) any unavailability caused by circumstances
beyond Our reasonable control, including without limitation, acts of God, acts of
government, floods, fires, earthquakes, civil unrest, acts of terror, strikes or other
labor problems (other than those involving Our employees), Internet service provider
failures or delays, or denial of service attacks, and (iii) provide the Purchased Services
only in accordance with applicable laws and government regulations.

4.2. Our Protection of Your Data. We shall maintain appropriate administrative,

physical, and technical safeguards for protection of the security, confidentiality and
integrity of Your Data. We shall not (a) modify Your Data, (b) disclose Your Data
except as compelled by law in accordance with Section 8.3 (Compelled Disclosure) or
as expressly permitted in writing by You, or (c) access Your Data except to provide
the Services and prevent or address service or technical problems, or at Your request
in connection with customer support matters.

4.3. Your Responsibilities. You shall (i) be responsible for Users’ compliance with this

Agreement, (i) be responsible for the accuracy, quality and legality of Your Data and
of the means by which You acquired Your Data, (iii) use commercially reasonable
efforts to prevent unauthorized access to or use of the Services, and notify Us
promptly of any such unauthorized access or use, and (iv) use the Services only in
accordance with the User Guide and applicable laws and government regulations. You
shall not (a) make the Services available to anyone other than Users, (b) sell, resell,
rent or lease the Services, (c) use the Services to store or transmit infringing, libelous,
or otherwise unlawful or tortious material, or to store or transmit material in violation
of third-party privacy rights, (d) use the Services to store or transmit Malicious Code,
(e) interfere with or disrupt the integrity or performance of the Services or third-party
data contained therein, or (f) attempt to gain unauthorized access to the Services or

their related systems or networks.

8. CONFIDENTIALITY
8.1. Definition of Confidential Information. As wused herein, "Confidential

Information" means all confidential information disclosed by a party ("Disclosing
Party") to the other party ("Receiving Party"), whether orally or in writing, that is
designated as confidential or that reasonably should be understood to be confidential
given the nature of the information and the circumstances of disclosure. Your
Confidential Information shall include Your Data; Our Confidential Information shall
include the Services; and Confidential Information of each party shall include the
terms and conditions of this Agreement and all Order Forms, as well as business and
marketing plans, technology and technical information, product plans and designs,

and business processes disclosed by such party. However, Confidential Information
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(other than Your Data) shall not include any information that (i) is or becomes
generally known to the public without breach of any obligation owed to the
Disclosing Party, (ii) was known to the Receiving Party prior to its disclosure by the
Disclosing Party without breach of any obligation owed to the Disclosing Party, (iii) is
received from a third party without breach of any obligation owed to the Disclosing
Party, or (iv) was independently developed by the Receiving Party.

8.2. Protection of Confidential Information. The Receiving Party shall use the same

degree of care that it uses to protect the confidentiality of its own confidential
information of like kind (but in no event less than reasonable care) (i) not to use any
Confidential Information of the Disclosing Party for any purpose outside the scope of
this Agreement, and (ii) except as otherwise authorized by the Disclosing Party in
writing, to limit access to Confidential Information of the Disclosing Party to those of
its and its Affiliates’ employees, contractors and agents who need such access for
purposes consistent with this Agreement and who have signed confidentiality
agreements with the Receiving Party containing protections no less stringent than
those herein. Neither party shall disclose the terms of this Agreement or any Order
Form to any third party other than its Affiliates and their legal counsel and

accountants without the other party’s prior written consent.

9. WARRANTIES AND DISCLAIMERS

9.1. Our Warranties. We warrant that (i) We have validly entered into this Agreement

and have the legal power to do so, (ii) the Services shall perform materially in
accordance with the User Guide, (iii) subject to Section 5.3 (Integration with
Non-Salesforce.com Services), the functionality of the Services will not be materially
decreased during a subscription term, and (iv) We will not transmit Malicious Code to
You, provided it is not a breach of this subpart (v) if You or a User uploads a file
containing Malicious Code into the Services and later downloads that file containing
Malicious Code. For any breach of a warranty above, Your exclusive remedy shall be
as provided in Section 12.3 (Termination for Cause) and Section 12.4 (Refund or
Payment upon Termination) below.

9.2. Your Warranties. You warrant that You have validly entered into this Agreement

and have the legal power to do so.

9.3. Disclaimer. EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER
PARTY MAKES ANY WARRANTIES OF ANY KIND, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY
DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO
THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW.
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11. LIMITATION OF LIABILITY

11.1. Limitation of Liability. NEITHER PARTY'S LIABILITY WITH RESPECT TO
ANY SINGLE INCIDENT ARISING OUT OF OR RELATED TO THIS
AGREEMENT (WHETHER IN CONTRACT OR TORT OR UNDER ANY OTHER
THEORY OF LIABILITY) SHALL EXCEED THE LESSER OF $500,000 OR THE
AMOUNT PAID BY YOU HEREUNDER IN THE 12 MONTHS PRECEDING THE
INCIDENT, PROVIDED THAT IN NO EVENT SHALL EITHER PARTY’S
AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS
AGREEMENT (WHETHER IN CONTRACT OR TORT OR UNDER ANY OTHER
THEORY OF LIABILITY) EXCEED THE TOTAL AMOUNT PAID BY YOU
HEREUNDER. THE FOREGOING SHALL NOT LIMIT YOUR PAYMENT
OBLIGATIONS UNDER SECTION 6 (FEES AND PAYMENT FOR PURCHASED
SERVICES).

11.2. Exclusion of Consequential and Related Damages. IN NO EVENT SHALL
EITHER PARTY HAVE ANY LIABILITY TO THE OTHER PARTY FOR ANY
LOST PROFITS OR REVENUES OR FOR ANY INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, COVER OR PUNITIVE DAMAGES
HOWEVER CAUSED, WHETHER IN CONTRACT, TORT OR UNDER ANY
OTHER THEORY OF LIABILITY, AND WHETHER OR NOT THE PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE
FOREGOING DISCLAIMER SHALL NOT APPLY TO THE EXTENT
PROHIBITED BY APPLICABLE LAW.

12. TERM AND TERMINATION

12.4. Refund or Payment upon Termination. Upon any termination for cause by You,

We shall refund You any prepaid fees covering the remainder of the term of all
subscriptions after the effective date of termination. Upon any termination for cause
by Us, You shall pay any unpaid fees covering the remainder of the term of all Order
Forms after the effective date of termination. In no event shall any termination relieve
You of the obligation to pay any fees payable to Us for the period prior to the
effective date of termination.

12.5. Return of Your Data. Upon request by You made within 30 days after the

effective date of termination of a Purchased Services subscription, We will make
available to You for download a file of Your Data in comma separated value (.csv)
format along with attachments in their native format. After such 30-day period, We
shall have no obligation to maintain or provide any of Your Data and shall thereafter,
unless legally prohibited, delete all of Your Data in Our systems or otherwise in Our

possession or under Our control.
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II.  Master Subscription Agreement Developer Service

This Master Subscription Agreement (‘“Agreement”) is for Your use of the Developer
Services to develop and maintain applications and services that interoperate with or
complement Our online platform and/or applications.

YOU INDICATE YOUR ACCEPTANCE OF THIS AGREEMENT BY CLICKING A
CHECK BOX OR BUTTON OR EXECUTING AN ORDER FORM THAT
REFERENCES THIS AGREEMENT, OR BY ACCESSING THE DEVELOPER
SERVICES. BY ACCEPTING THIS AGREEMENT, YOU AGREE TO ITS TERMS.
IF YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE
THE AUTHORITY TO BIND SUCH ENTITY AND ITS AFFILIATES TO THESE
TERMS AND CONDITIONS, IN WHICH CASE THE TERMS "YOU" OR "YOUR"
SHALL REFER TO SUCH ENTITY AND ITS AFFILIATES. IF YOU DO NOT
HAVE SUCH AUTHORITY, OR IF YOU DO NOT AGREE WITH THESE TERMS
AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND MAY
NOT USE THE DEVELOPER SERVICES.

You may not, without our prior written consent, access or use the Developer Services:

» for production purposes, or

« if You are Our direct competitor, or

* to monitor the availability, performance or functionality of the Developer Services,
or

» for any other benchmarking or competitive purposes.

This Agreement was last updated on October 25, 2010. It is effective between You
and Us as of the date of You accept this Agreement.

2. PROVISION AND USE OF DEVELOPER SERVICES

2.3. Our Responsibilities. We shall use commercially reasonable efforts to: (i) make

the Developer Services available 24 hours a day, 7 days a week, except for: (a)
planned downtime (of which We shall give at least 8 hours notice via the Developer
Services and which We shall schedule to the extent practicable during the weekend
hours from 6:00 p.m. Pacific time Friday to 3:00 a.m. Pacific time Monday), or (b)
any unavailability caused by circumstances beyond Our reasonable control, including
without limitation, acts of God, acts of government, flood, fire, earthquakes, civil
unrest, acts of terror, strikes or other labor problems (other than those involving Our
employees), or Internet service provider failures or delays, and (ii) provide the
Developer Services in accordance with applicable laws and government regulations.
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The Basic Developer Services exclude support. We may make developer support
available separately as a Supplemental Developer Service or through other programs
from time to time.

2.4. Your Responsibilities. You shall (i) be responsible for Users’ compliance with this

Agreement, (i1) be solely responsible for the accuracy, quality, integrity and legality of
Your Data and of the means by which You acquired Your Data, (iii) use commercially
reasonable efforts to prevent unauthorized access to or use of the Developer Services,
and notify Us promptly of any such unauthorized access or use, and (iv) use the
Developer Services only in accordance with the User Guide and applicable laws and
government regulations. You shall not (a) make the Developer Services available to
any person or entity other than Users, (b) sell, resell, rent or lease the Developer
Services, (c) use the Developer Services to store or transmit infringing, libelous, or
otherwise unlawful or tortious material, or to store or transmit material in violation of
third-party privacy or confidentiality rights, (d) use the Developer Services to store or
transmit Malicious Code, (e) interfere with or disrupt the integrity or performance of
the Developer Services or third-party data contained therein, or (f) attempt to gain

unauthorized access to the Developer Services or their related systems or networks.

6. CONFIDENTIALITY
6.1. Definition of Confidential Information. As wused herein, "Confidential

Information" means, in the case of information disclosed by Us to You, the Developer
Services; and in the case of information disclosed by You to Us, Your Data, and
information regarding applications or other materials developed using the Developer
Services to the extent disclosed to Us by the hosting of such applications or materials
on our platform or to the extent disclosed to our Customer Support organization.
However, Confidential Information shall not include any information that (i) is or
becomes generally known to the public without breach of any obligation owed to the
disclosing party (the “Disclosing Party”), (ii) was known to the receiving party (the
“Receiving Party”) prior to its disclosure by the Disclosing Party without breach of
any obligation owed to the Disclosing Party, (iii) is received from a third party
without breach of any obligation owed to the Disclosing Party, or (iv) was
independently developed by the Receiving Party.

6.2. Protection of Confidential Information. Except as otherwise permitted in writing

by the Disclosing Party, (i) the Receiving Party shall use the same degree of care that
it uses to protect the confidentiality of its own confidential information of like kind
(but in no event less than reasonable care) not to disclose or use any Confidential
Information of the Disclosing Party for any purpose outside the scope of this

Agreement, and (i1) the Receiving Party shall limit access to Confidential Information
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of the Disclosing Party to those of its employees, contractors and agents who need
such access for purposes consistent with this Agreement and who have signed
confidentiality agreements with the Receiving Party containing protections no less

stringent than those herein.

7. LIMITED WARRANTIES AND DISCLAIMERS

Each party represents and warrants that it has the legal power to enter into this
Agreement. EXCEPT AS PROVIDED IN THE PRECEDING SENTENCE AND IN
SECTION 11.5 (WARRANTIES) BELOW, NEITHER PARTY MAKES IN THIS
AGREEMENT ANY WARRANTIES OF ANY KIND, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY
DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO
THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW.

9. LIMITATION OF LIABILITY

9.1. Limitation of Liability. IN NO EVENT SHALL OUR AGGREGATE LIABILITY
ARISING OUT OF OR RELATED TO THIS AGREEMENT, WHETHER IN
CONTRACT, TORT OR UNDER ANY OTHER THEORY OF LIABILITY,
EXCEED THE TOTAL AMOUNT PAID BY YOU HEREUNDER OR, WITH
RESPECT TO ANY SINGLE INCIDENT, THE LESSER OF $500,000 OR THE
AMOUNT PAID BY YOU HEREUNDER IN THE 12 MONTHS PRECEDING THE
INCIDENT.

9.2. Exclusion of Consequential and Related Damages. IN NO EVENT SHALL WE
HAVE ANY LIABILITY TO YOU FOR ANY LOST PROFITS OR REVENUES OR
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, COVER OR
PUNITIVE DAMAGES HOWEVER CAUSED, WHETHER IN CONTRACT, TORT
OR UNDER ANY OTHER THEORY OF LIABILITY, AND WHETHER OR NOT
THE PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
THE FOREGOING DISCLAIMER SHALL NOT APPLY TO THE EXTENT
PROHIBITED BY APPLICABLE LAW.

10. TERM AND TERMINATION
10.4. Return of Your Data. Upon request by You made within 30 days after the

effective date of termination of a Developer Services subscription, We will make
available to You for download a file of Your Data in comma separated value (.csv)
format along with attachments in their native format. After such 30-day period, We

shall have no obligation to maintain or provide any of Your Data and shall thereafter,
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unless legally prohibited, delete all of Your Data in Our systems or otherwise in Our
possession or under Our control.

10.5. Loss of Applications and Materials. UPON ANY TERMINATION OF THIS
AGREEMENT, ALL APPLICATIONS AND OTHER MATERIALS DEVELOPED
BY YOU USING THE DEVELOPER SERVICES AND HOSTED ON OUR
PLATFORM WILL BE PERMANENTLY LOST.

11. ADDITIONAL TERMS APPLICABLE TO SUPPLEMENTAL
DEVELOPER SERVICES
11.5. Warranties Regarding Supplemental Developer Services. a. Developer Services.

We warrant that (i) the Supplemental Developer Services shall perform materially in
accordance with the User Guide, and (ii) subject to Section 3.3 (Developer Service
Features that Integrate with Third-Party Services), the functionality of the
Supplemental Developer Services will not be materially decreased during a
subscription term. For any breach of either such warranty, Your exclusive remedy
shall be as provided in Sections 11.7.b (Termination for Cause) and 11.7.c (Refund or
Payment upon Termination) below. b. Malicious Code. Each party represents and
warrants that it will not transmit to the other party any Malicious Code; provided,
however, We will not be deemed to breach this warranty to the extent You or a User
upload into the Developer Services a file containing Malicious Code and later
download that file.
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Microsoft Online Subscription Agreement

This Microsoft Online Subscription Agreement is between the entity that accepts this
agreement (“you”) and Microsoft Operations Pte Ltd. (“us”, “we”). This agreement
consists of: (1) the below terms and conditions; (2) the Online Services Use Rights; (3)
the Service Level Agreements; and (4) the pricing and payment terms available via
the Portal. This agreement is effective on the date we provide you with a confirmation

for your first Order. You enter into this agreement for business purposes only.

3. Your use of our Products.

a. General. This agreement governs your use of the Products. You may need to
activate an Online Service prior to use. We grant you a License to Products you
ordered provided you pay for them and comply with this agreement. Your
License is non-exclusive, non-perpetual, and, unless specifically allowed,
non-transferable. Minimum system requirements or other factors may affect
your ability to use Products. We reserve all rights not expressly granted in this
agreement.

b. Service Level Agreement. We will provide Online Services according to the

Service Level Agreement(s) located
at http://www.microsoft.com/licensing/contracts or at an alternate site that we
identify.

c. Privacy, Use and Security of Customer Data. We will handle your Customer

Data according to the privacy, use and security terms set forth in the Online

Services Use Rights.

7. Warranties.
a. Limited warranty. We warrant that:
Online Services will perform in accordance with the Service Level Agreement;
and
Licensed Software will perform substantially as described in the applicable
Microsoft user documentation.
b. Limited warranty term. The limited warranty for:
Online Services is for the duration of your use of the Online Service; and
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d.

Licensed Software is one year from the date you first use it.
Limited warranty exclusions. This limited warranty is subject to the following
limitations:

1. any implied warranties, guarantees or conditions not able to be disclaimed
as a matter of law will last one year from the start of the limited warranty;

ii. this limited warranty does not cover problems caused by accident, abuse or
use of the Products in a manner inconsistent with this agreement or the Online
Services Use Rights, or resulting from events beyond our reasonable control;

iii. this limited warranty does not apply to problems caused by the failure to
meet minimum system requirements; and

iv. this limited warranty does not apply to free, trial, pre-release or beta
Products.
Remedies for breach of limited warranty. If we fail to meet any of the above
limited warranties and you notify us within the warranty period that a Product
does not meet the limited warranty, then we will:

1. for Online Services, provide the remedies identified in the Service Level
Agreement for the affected Online Service; and

ii. for Licensed Software, at our option either (1) return the price paid or (2)

repair or replace the Licensed Software.

These are your only remedies for breach of the limited warranty, unless other

remedies are required to be provided under applicable law.

€.

DISCLAIMER OF OTHER WARRANTIES. OTHER THAN THIS LIMITED
WARRANTY, WE PROVIDE NO OTHER EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS. WE DISCLAIM ANY IMPLIED
REPRESENTATIONS, WARRANTIES OR CONDITIONS, INCLUDING
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, SATISFACTORY QUALITY, TITLE OR
NON-INFRINGEMENT. THESE DISCLAIMERS WILL APPLY UNLESS
APPLICABLE LAW DOES NOT PERMIT THEM.

9. Limitation of liability.

a.

Limitation on liability. Except as otherwise provided in this Section, to the
extent permitted by applicable law, our and our Affiliates’ and contractors’
liability to you arising under this agreement is limited to direct damages up to the
amount you paid us for the Product giving rise to that liability during the (1) Term
or (2) twelve months prior to the filing of the claim, whichever is less. In the
case of Products provided free of charge, or any code that you are authorized to

redistribute to third parties without separate payment to Microsoft, our and our
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Affiliates’ and contractors’ liability to you arising under this agreement is limited
to five United States dollars ($5.00 USD). These limitations apply regardless of
whether the liability is based on breach of contract, tort (including negligence),
strict liability, breach of warranties, or any other legal theory. However, these
monetary limitations will not apply to:
1.  Our obligations under the Section titled “Defense of infringement,
misappropriation, and third party claims”;
ii. liability for damages awarded by a court of final adjudication for our or our
employees’ or agents’ gross negligence or willful misconduct;
iii. liabilities arising out of any breach of our obligations under the Section
entitled “Confidentiality”, except that our and our Affiliates’ and contractors’
liability arising out of or in relation to Customer Data shall in all cases be
limited to the amount you paid for the Online Service giving rise to that liability
during the (1) Term or (2) twelve months prior to the filing of the claim,
whichever is less; and
iv. liability for personal injury or death caused by our negligence or that of our
employees or agents or for fraudulent misrepresentation.

b. EXCLUSION OF CERTAIN DAMAGES. TO THE EXTENT PERMITTED
BY APPLICABLE LAW, WHATEVER THE LEGAL BASIS FOR THE CLAIM,
NEITHER PARTY, NOR ANY OF ITS AFFILIATES OR SUPPLIERS, WILL
BE LIABLE FOR ANY INDIRECT, CONSEQUENTIAL, SPECIAL OR
INCIDENTAL DAMAGES, DAMAGES FOR LOST PROFITS OR
REVENUES, BUSINESS INTERRUPTION, OR LOSS OF BUSINESS
INFORMATION ARISING IN CONNECTION WITH THIS AGREEMENT,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR IF
SUCH POSSIBILITY WAS REASONABLY FORESEEABLE. HOWEVER,
THIS EXCLUSION DOES NOT APPLY TO EITHER PARTY’S LIABILITY TO
THE OTHER FOR VIOLATION OF ITS CONFIDENTIALITY OBLIGATIONS
(EXCEPT TO THE EXTENT THAT SUCH VIOLATION RELATES TO
CUSTOMER DATA), THE OTHER PARTY’S INTELLECTUAL PROPERTY
RIGHTS, OR THE PARTIES’ RESPECTIVE OBLIGATIONS IN THE
SECTION TITLED “DEFENSE OF INFRINGEMENT, MISAPPROPRIATION,
AND THIRD PARTY CLAIMS.”

11. Miscellaneous.

n. Force majeure. Neither party will be liable for any failure in performance due to
causes beyond either party’s reasonable control (such as fire, explosion, power

blackout, earthquake, flood, severe storms, strike, embargo, labor disputes, acts of
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civil or military authority, war, terrorism (including cyber terrorism), acts of God,
acts or omissions of Internet traffic carriers, actions or omissions of regulatory or
governmental bodies (including the passage of laws or regulations or other acts of
government that impact the delivery of Online Services)). This Section will not,

however, apply to your payment obligations under this agreement.
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Last updated August 23, 2011

This AWS Customer Agreement (this “Agreement®) contains the terms and conditions
that govern your access to and use of the Service Offerings (as defined below) and is
an agreement between Amazon Web Services LLC (“AWS,” “we,” “us,” or “our”
and you or the entity you represent (“you). This Agreement takes effect when you
click an “I Accept” button or check box presented with these terms or, if earlier, when
you use any of the Service Offerings (the “Effective Date). You represent to us that
you are lawfully able to enter into contracts (e.g., you are not a minor). If you are
entering into this Agreement for an entity, such as the company you work for, you
represent to us that you have legal authority to bind that entity. Please see Section 14

for definitions of certain capitalized terms used in this Agreement.

1. Use of the Service Offerings.
1.2 Your Account. To access the Services, you must create an AWS account associated

with a valid e-mail address. Unless explicitly permitted by the Service Terms, you
may only create one account per email address. You are responsible for all activities
that occur under your account, regardless of whether the activities are undertaken by
you, your employees or a third party (including your contractors or agents) and,
except to the extent caused by our breach of this Agreement, we and our affiliates are
not responsible for unauthorized access to your account. You will contact us
immediately if you believe an unauthorized third party may be using your account or
if your account information is lost or stolen. You may terminate your account and this

Agreement at any time in accordance with Section 7.

3. Security and Data Privacy.
3.1 AWS Security. Without limiting Section 10 or your obligations under Section 4.2,

we will implement reasonable and appropriate measures designed to help you secure
Your Content against accidental or unlawful loss, access or disclosure.

3.2 Data Privacy. We participate in the safe harbor programs described in the Privacy

Policy. You may specify the AWS regions in which Your Content will be stored and
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accessible by End Users. We will not move Your Content from your selected AWS
regions without notifying you, unless required to comply with the law or requests of
governmental entities. You consent to our collection, use and disclosure of
information associated with the Service Offerings in accordance with our Privacy
Policy, and to the processing of Your Content in, and the transfer of Your Content into,

the AWS regions you select.

4. Your Responsibilities
4.2 Other Security and Backup. You are responsible for properly configuring and

using the Service Offerings and taking your own steps to maintain appropriate
security, protection and backup of Your Content, which may include the use of
encryption technology to protect Your Content from unauthorized access and routine
archiving Your Content. AWS log-in credentials and private keys generated by the
Services are for your internal use only and you may not sell, transfer or sublicense
them to any other entity or person, except that you may disclose your private key to
your agents and subcontractors performing work on your behalf.

4.3 End User Violations. You will be deemed to have taken any action that you permit,

assist or facilitate any person or entity to take related to this Agreement, Your Content
or use of the Service Offerings. You are responsible for End Users’ use of Your
Content and the Service Offerings. You will ensure that all End Users comply with
your obligations under this Agreement and that the terms of your agreement with each
End User are consistent with this Agreement. If you become aware of any violation of
your obligations under this Agreement by an End User, you will immediately

terminate such End User’s access to Your Content and the Service Offerings.

7. Term; Termination
7.3. Effect of Termination.

(a) Generally. Upon any termination of this Agreement:

(1) all your rights under this Agreement immediately terminate;

(11) you remain responsible for all fees and charges you have incurred through the date
of termination, including fees and charges for in-process tasks completed after the
date of termination;

(i11) you will immediately return or, if instructed by us, destroy all AWS Content in
your possession; and

(iv) Sections 4.1, 5.2, 7.3, 8 (except the license granted to you in Section 8.4), 9, 10,
11, 13 and 14 will continue to apply in accordance with their terms.

(b) Post-Termination Assistance. Unless we terminate your use of the Service

Offerings pursuant to Section 7.2(b), during the 30 days following termination:
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(1) we will not erase any of Your Content as a result of the termination;

(i1) you may retrieve Your Content from the Services only if you have paid any
charges for any post-termination use of the Service Offerings and all other amounts
due; and

(i11) we will provide you with the same post-termination data retrieval assistance that
we generally make available to all customers.

Any additional post-termination assistance from us is subject to mutual agreement by

you and us.

10. Disclaimers.

THE SERVICE OFFERINGS ARE PROVIDED “AS IS.” WE AND OUR
AFFILIATES AND LICENSORS MAKE NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY
OR OTHERWISE REGARDING THE SERVICE OFFERINGS OR THE THIRD
PARTY CONTENT, INCLUDING ANY WARRANTY THAT THE SERVICE
OFFERINGS OR THIRD PARTY CONTENT WILL BE UNINTERRUPTED,
ERROR FREE OR FREE OF HARMFUL COMPONENTS, OR THAT ANY
CONTENT, INCLUDING YOUR CONTENT OR THE THIRD PARTY CONTENT,
WILL BE SECURE OR NOT OTHERWISE LOST OR DAMAGED. EXCEPT TO
THE EXTENT PROHIBITED BY LAW, WE AND OUR AFFILIATES AND
LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED
WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS
FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET
ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF
DEALING OR USAGE OF TRADE.

11. Limitations of Liability.

WE AND OUR AFFILIATES OR LICENSORS WILL NOT BE LIABLE TO YOU
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL
OR EXEMPLARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF
PROFITS, GOODWILL, USE, OR DATA), EVEN IF A PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHER, NEITHER
WE NOR ANY OF OUR AFFILIATES OR LICENSORS WILL BE RESPONSIBLE
FOR ANY COMPENSATION, REIMBURSEMENT, OR DAMAGES ARISING IN
CONNECTION WITH: (A) YOUR INABILITY TO USE THE SERVICES,
INCLUDING AS A RESULT OF ANY (I) TERMINATION OR SUSPENSION OF
THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE SERVICE
OFFERINGS, (II) OUR DISCONTINUATION OF ANY OR ALL OF THE
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SERVICE OFFERINGS, OR, (III) WITHOUT LIMITING ANY OBLIGATIONS
UNDER THE SLAS, ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME
OF ALL OR A PORTION OF THE SERVICES FOR ANY REASON, INCLUDING
AS A RESULT OF POWER OUTAGES, SYSTEM FAILURES OR OTHER
INTERRUPTIONS; (B) THE COST OF PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; (c) ANY INVESTMENTS, EXPENDITURES, OR
COMMITMENTS BY YOU IN CONNECTION WITH THIS AGREEMENT OR
YOUR USE OF OR ACCESS TO THE SERVICE OFFERINGS; OR (D) ANY
UNAUTHORIZED ACCESS TO, ALTERATION OF, OR THE DELETION,
DESTRUCTION, DAMAGE, LOSS OR FAILURE TO STORE ANY OF YOUR
CONTENT OR OTHER DATA. IN ANY CASE, OUR AND OUR AFFILIATES’
AND LICENSORS’ AGGREGATE LIABILITY UNDER THIS AGREEMENT
WILL BE LIMITED TO THE AMOUNT YOU ACTUALLY PAY US UNDER THIS
AGREEMENT FOR THE SERVICE THAT GAVE RISE TO THE CLAIM DURING
THE 12 MONTHS PRECEDING THE CLAIM.

13. Miscellaneous.
13.1 Confidentiality and Publicity. You may use AWS Confidential information only

in connection with your use of the Service Offerings as permitted under this
Agreement. You will not disclose AWS Confidential Information during the Term or
at any time during the 5 year period following the end of the Term. You will take all
reasonable measures to avoid disclosure, dissemination or unauthorized use of AWS
Confidential Information, including, at a minimum, those measures you take to
protect your own confidential information of a similar nature. You will not issue any
press release or make any other public communication with respect to this Agreement
or your use of the Service Offerings. You will not misrepresent or embellish the
relationship between us and you (including by expressing or implying that we support,
sponsor, endorse, or contribute to you or your business endeavors), or express or
imply any relationship or affiliation between us and you or any other person or entity
except as expressly permitted by this Agreement.

13.2 Force Majeure. We and our affiliates will not be liable for any delay or failure to

perform any obligation under this Agreement where the delay or failure results from
any cause beyond our reasonable control, including acts of God, labor disputes or
other industrial disturbances, systemic electrical, telecommunications, or other utility
failures, earthquake, storms or other elements of nature, blockages, embargoes, riots,

acts or orders of government, acts of terrorism, or war.
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